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Chapter 1 Introduction to Internal Control and Fraud Prevention

            100 Background

100     Background

100.1 In recent years, there has been an increased level of interest in internal control. This heightened interest stems from a number of 

factors, including: 

• Increasing concern about fraud. 

•Increasing concern of investors, lenders, and regulatory agencies about corporate governance and the role of management in 

internal control over financial reporting. 

• Confusion about the role of auditors, management, and other parties in preventing and detecting fraud. 

• Increasing use of a risk-based approach to auditing, which takes into account the relationship between risks and controls. 

• Increasing dependence of organizations on technology for initiating, recording, processing, and reporting transactions. 

100.2 In 2006, the Auditing Standards Board (ASB) issued SAS Nos. 104-111, collectively referred to as the Risk Assessment 

Standards. 1   One of the overall objectives of the standards is to promote the auditor's use of the audit risk model by requiring a greater 

understanding of the entity and its environment, including internal controls, to identify the risks of material misstatement in the financial 

statements and the actions of the entity to mitigate those risks. The risk-based approach and its relationship to the assessment of 

internal controls over financial reporting has been further addressed in the following, which apply to public companies (“issuers”) or their 

auditors: 

• SEC Interpretive Release, Commission Guidance Regarding Management's Report on Internal Control Over Financial Reporting 

Under Section 13(a) or 15(d) of the Securities Exchange Act of 1934. 2

• PCAOB Auditing Std. 5, An Audit of Internal Control Over Financial Reporting That is Integrated with an Audit of Financial 

Statements, as amended. 

These documents, which apply to management's evaluation of internal control over financial reporting and the independent auditor's 

integrated audit of internal control and the financial statements, respectively, generally prescribe a “top-down, risk-based approach” to 

evaluating and auditing internal control over financial reporting. Chapter 7 discusses evaluating internal control over financial reporting, 

including evaluations conducted under Sarbanes-Oxley, in further depth.
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100.3 Of particular note is the number of committees, commissions, and other interested parties and groups that have studied, opined 

on, legislated, or in some way influenced the accounting literature, audit and reporting requirements, laws, and other guidelines that 

impact internal control. To name just a few within the United States, they include: 

• Cohen Commission. 

• National Commission on Fraudulent Financial Reporting (Treadway Commission). 

• Committee of Sponsoring Organizations (COSO). 

• American Institute of Certified Public Accountants (AICPA). 

• Foreign Corrupt Practices Act. 

• Federal Sentencing Guidelines. 

• Federal Deposit Insurance Corporation Improvement Act. 

• Securities and Exchange Commission (SEC). 

• U.S. General Accounting Office (GAO). 

• Public Company Accounting Oversight Board (PCAOB). 

100.4 While these commissions and groups were often responding to issues relating to internal control, the activities and scrutiny of 

these parties also led to media focus and additional interest in internal control. No matter how one looks at it, internal control continues 

to be a hot topic. 

Why All the Attention on Internal Control?

100.5 As mentioned beginning at paragraph 100.1, there are several reasons for the increased focus on internal control. First, there is a 

continuing belief among many individuals and groups that effective internal control is what ultimately safeguards a business' assets 

from fraud, illegal acts, or other transgressions of company management, employees, or third parties. Unfortunately, many of the 

aforementioned committees, commissions, etc., and their reports and other guidance stem directly from the business and/or audit 

failures and excesses of the past, including the Enron and Worldcom scandals, and more recently AIG and Madoff. Because of the 

frequency of such events and the huge dollar amounts of resulting losses, the public, the business community, the media, and their 

representatives have demanded more scrutiny of what they see as the failures of internal control. 
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100.6 In July 2002, in response to those recent major corporate failures, President Bush signed into law the Sarbanes-Oxley Act of 

2002 (the Act). Although the Act generally only applies to public companies and their auditors, it further emphasizes the importance of 

internal control. Section 404 of the Act requires each annual report of a public company to contain an internal control report that—

• States the responsibility of management for establishing and maintaining an adequate internal control structure and procedures 

for financial reporting. 

• Contains an assessment, as of the end of the company's fiscal year, of the effectiveness of the internal control structure and 

procedures of the company for financial reporting. 

In addition, auditors of certain public companies are required to issue an opinion on the effectiveness of internal control over financial 

reporting. Auditors are further required by PCAOB Auditing Std. No. 5 to modify their report on internal control if elements of 

management's report on internal control are incomplete or improperly presented. 3

100.7 Another factor influencing the interest level in internal control is the increasing influence of shareholders, especially institutional 

shareholders, of publicly held companies on boards of directors and top management. These parties, as well as lenders, have changed 

the typical attitudes toward corporate governance. Previously, top executives such as chief executive officers (CEOs) and senior 

management tended to dominate the handling of corporate affairs. With the increasing activism by shareholder groups and, specifically, 

the clout of blocks of institutional investors, CEOs and top management now have to answer to more outside members of the board of 

directors who represent the interests of the shareholders. CEOs can no longer pack the board of directors with loyal supporters who 

would not question the goals and strategies set forth by management. 

100.8 In addition to the requirements related to internal control reporting discussed in paragraph 100.6, the Sarbanes-Oxley Act of 2002 

also includes requirements that restrict certain activities of public company executives and provide for disclosures of other executive 

activities. Furthermore, the Act requires increased oversight by each member of the company's audit committee. The emphasis in these 

requirements is on independence and public awareness. 

100.9 Auditors implementing a risk-based approach to auditing are also focusing more attention on internal control. With this approach, 

the auditor identifies risks that might affect the client's financial statements, looks at controls that might mitigate those risks, and 

designs audit procedures based on an evaluation of those risks and controls. 

100.10 The complexity of business processes has also impacted how auditors and other parties view internal control. In today's 

environment, it is difficult to understand, evaluate, and test an entity's business processes without looking at the information technology 

(IT) that supports those business processes. Today, businesses are becoming increasingly dependent on technology for initiating, 

recording, processing, and reporting business transactions. This is especially true in the e-business arena, where Internet-based 

transactions and commerce results in the complete automation and integration of business processes. The AICPA acknowledges the 

many challenges that auditors face relating to IT in AU-C 315, Understanding the Entity and its Environment and Assessing the Risk of 

Material Misstatement. AU-C 315 describes the effects IT may have on internal control, the risks to internal control, procedures 

performed, and the auditor's understanding of internal control and assessment of control risk. Chapter 5 of this Guide discusses IT 

controls. 

100.11 This focus on internal control, corporate performance and governance, and business processes, together with the guidance on 

internal control issued by various commissions and other groups, has caused internal and external auditors and other practitioners, as 

well as those responsible for internal control in business organizations 4 to look more broadly at the concept of internal control. As 

discussed in section 201, the Foreign Corrupt Practices Act (FCPA), enacted in 1977, contained a provision mandating that companies 

maintain adequate internal accounting control. While the internal control provisions of the FCPA were not the primary focus of the Act, 

they did have an effect on corporate governance by focusing corporate board attention on internal control issues. Prior to the FCPA, 

documenting the effectiveness of a company's internal control was not a high priority of management. Instead, evaluation of internal 

control was relegated to external auditors assessing internal control relating to financial reporting as part of their audits. Another 

initiative that has focused management's attention on the importance of internal control is the Federal Sentencing Guidelines, first 

issued in 1991. Federal judges generally use these guidelines when deciding how to penalize organizations for criminal acts. As 
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discussed in section 201, these Guidelines have forced organizations to consider whether they have effective controls since they are 

potential mitigating factors for sentencing. By looking at the internal control framework developed by COSO, as well as other 

frameworks, it is clear that the concept of internal control is much broader than internal accounting control. 

The Need for Guidance

100.12 With the enhanced level of interest in internal control in recent years and new requirements placed on auditors, management, 

and other parties, those individuals responsible for internal control and auditors face a number of challenges, including: 

• Management must accept a greater responsibility for internal control. Management's responsibilities are now enumerated more 

clearly in the auditing literature, the COSO report (that is, the report titled Internal Control—Integrated Framework issued by 

COSO—see paragraph 101.10), and other guidance such as the Foreign Corrupt Practices Act. Under the Sarbanes-Oxley Act, 

discussed in paragraph 100.6, responsibilities have increased dramatically for public companies, including their management and 

audit committees. Similarly, the responsibilities placed on CPAs are clearer and have also increased. 

• Organizations must have adequate controls to mitigate ever-increasing fraud risks. 

• Auditors must have a greater understanding of internal control to ensure that their audits will be effective in light of businesses' 

increasing dependence on technology. 

• Auditors (internal and external) now have an increasing opportunity to provide services relating to internal control. 

100.13 One source of confusion relating to internal control is that the term has different meanings to different people, and those 

differences can lead to misunderstandings and miscommunications about expectations, goals, and results. The meaning of the term 

internal control is discussed in section 101. 

100.14 In addition to terminology and conceptual differences, another factor affecting how accountants and others involved in providing 

services relating to internal control is the varying nature of the services. These services are discussed in section 102. 

Key Issues Addressed in This Guide

100.15 This Guide provides answers to the following questions: 

• What is internal control? 

• What types of services may be performed relating to internal control? 

• What frameworks or criteria may be used for evaluating internal control? 

• How does the COSO Report apply in an evaluation of internal control? 

• What categories of controls exist and which are of primary importance for different engagements? 
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• How does safeguarding of assets fit into the COSO internal control framework? 

• What other frameworks may be used for evaluating internal control? 

• What is the role of corporate governance in internal control? 

• What is fraud in general and what are the different types of fraud? 

• What types of controls are needed to prevent fraud or to detect fraud in a timely manner? 

• What are the issues surrounding evaluation of information technology (IT) controls and how does IT fit into the COSO and other 

frameworks? 

• What is the concept of reasonable assurance relating to internal control? 

• What are the process and considerations for evaluating internal control over financial reporting for nonpublic organizations, as 

well as public companies that are subject to the provisions of Sarbanes-Oxley? 

1 In October 2011, the ASB issued SAS No. 122, Statements on Auditing Standards: Clarification and Recodification, as part of its 

Clarity Project. SAS No. 122, which is one of the clarified standards, supersedes all existing SASs through SAS No. 121 (with a few 

exceptions). It represents a completely new set of auditing standards revised in format, structure, style, and content from the existing 

standards. The ASB's Clarity Project is discussed in detail beginning at paragraph 102.4. 

2 Use of the guidance provided by the Release in management's evaluation and assessment of internal control over financial reporting 

under Sec. 404 of the Sarbanes-Oxley Act of 2002 is voluntary. The SEC has also amended Rules 13a-15(c) and 15d-15(c) of the 

Securities Exchange Act of 1934. The amended rules note that there are many different ways to conduct an evaluation that will satisfy 

the evaluation requirement of the Rules. 

3 Companies with market capitalization of less than $75 million are referred to as nonaccelerated filers. As discussed beginning at 

paragraph 703.31, non-accelerated filers would have needed to comply with the requirements of Section 404(b) of the Sarbanes-Oxley 

Act of 2002 by issuing an independent auditor's attestation on the effectiveness of an entity's internal control over financial reporting for 

fiscal years ending on or after June 15, 2010. However, section 989G of the Dodd-Frank Wall Street Reform and Consumer Protection 

Act (the Dodd-Frank Act) issued in July 2010 exempted non-accelerated filers from the requirements of Section 404(b). (A 

management report on internal control is still required.) In addition, as discussed at paragraph 703.31, the Jumpstart Our Business 

Startups Act (JOBS Act) issued in April 2012 affects the accounting and reporting of new equity issuers that meet the definition of an 

emerging growth company. The JOBS Act exempts such companies from the requirement for an audit of internal control over financial 

Page 5 of 49Checkpoint | Document

5/9/2013https://checkpoint.riag.com/app/view/toolItem?usid=bc03clcefa6&feature=ttoc&lastCpReqI...



reporting and delays the adoption of certain accounting standards and the possible application of other PCAOB auditing standards. 

However, as of the date of this Guide, the SEC has not introduced proposed rule-making related to the JOBS Act. 

4 References in this Guide to “business,” “corporation,” “organization,” and “company” generally refer to various types of entities, 

including public and nonpublic companies and corporations, nonprofit organizations, and governments. 

© 2012 Thomson Reuters/PPC. All rights reserved. 

END OF DOCUMENT -

© 2013 Thomson Reuters/RIA. All rights reserved.
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101     What Is Internal Control?

101.1 Because internal control is an abstract concept, it is difficult to reach consensus from all stakeholders about what internal control 

is. It is likely that parties such as auditors, other practitioners, members of management, the media, and the public will have different 

viewpoints on the topic. Also, the meaning of the term internal control has changed over time. 

Historical Viewpoint

101.2 Some individuals point to the enhanced level of interest in financial reporting that began during the Industrial Revolution in the 

late 19th century as the reason for more attention to the concept of internal control. Because of the need for capital to finance growth, 

there was increased focus on financial reporting on companies' financial condition and results of operations. Investors and creditors 

were especially interested in being able to assess the stability of companies and the soundness of their investments. During this time, 

early accountants referred to two terms relating to internal control: 

• Internal Check. This term referred to procedures or processes designed to segregate duties. During this period, preventing fraud 

was especially challenging because most business transactions used cash as the primary exchange medium. 

• Internal Accounting Control. This term was used to bring a narrower focus to the broader concept of internal control. The term 

internal accounting control referred to controls that would be important in a financial statement audit. 

101.3 Auditors first gave attention to the concept of internal control with the acknowledgment that it was inefficient and unnecessary to 

test or verify all accounts and transactions that were included in the financial statements. There was the recognition that by placing 

some degree of reliance on the processes that entities used in accounting for transactions and events and assembling such information 

into financial statements, more efficient and effective audits or other examinations could be achieved. The term internal control was first 

used to refer to these processes, but the first real definition of the term internal control was issued by the accounting profession in 

1949, in response to the McKesson & Robbins scandal. 5   While the McKesson & Robbins business fraud raised a number of key 

issues, several of the issues directly related to internal control, including: 

• The extent of the responsibility of CPAs to detect material fraud (even if such fraud involves collusion). 

• The purpose of the study of internal control. 

101.4 In Accounting Standards Release (ASR) No. 19, Report on Investigation of the Securities and Exchange Commission in the 

Matter of McKesson & Robbins, Inc., issued by the Securities and Exchange Commission (SEC), the SEC criticized the public 

accounting profession with respect to how the study of internal control was practiced. It noted that “the necessity for a comprehensive 

knowledge of the client's system of internal check and control cannot be overemphasized,” especially because of the use of testing and 
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sampling procedures in financial statement audits. In addition to calls for more vigilance, inquisitiveness, and analysis of evidence by 

auditors, the SEC noted that the CPA's examination of internal control should not be limited to particular accounting functions, but 

should lead to a full knowledge of the manner in which the transactions are handled. Clearly, the SEC was urging the accounting 

profession to provide guidance on the appropriate level of inquiry relating to internal control. 

101.5 Thus, as part of the repercussion of the McKesson & Robbins fraud and another fraud involving a company called Drayer-

Hanson, the AICPA provided its first definition of internal control. This first study of internal control, issued in 1949, was titled Internal 

Control—Elements of a Coordinated System and Its Importance to Management and the Independent Public Accountant. The 

profession's first attempt at defining internal control was as follows: 

Internal control comprises the plan of organization and all of the coordinate methods and measures adopted within a 

business to safeguard its assets, check the accuracy and reliability of its accounting data, promote operational efficiency, 

and encourage adherence to prescribed managerial policies. 

101.6 Additionally, in response to the SEC's comments after the McKesson & Robbins scandal, the definition noted that a system of 

internal control extends beyond those matters that relate directly to the functions of the accounting and financial departments. While 

this 1949 definition of internal control was quite broad, it failed to provide guidance to CPAs on what aspects of internal control should 

be considered when performing financial statement audits. 

101.7 The 1949 definition was only the accounting profession's first attempt at defining internal control. Numerous subsequent 

definitions were put forth by the AICPA's Committee on Auditing Procedure 6 in Statement on Auditing Procedure (SAP) Nos. 29 and 

33, and the Auditing Standards Board in Statement on Auditing Standards (SAS) No. 1. By the 1970s, the profession's perspectives on 

internal control were affected by the activities, recommendations, and/or legislation of the Cohen Commission, the Foreign Corrupt 

Practices Act (FCPA), and the Treadway Commission, among other groups. In 1988, in response to criticism of the profession in the 

wake of the bank and savings and loan failures of the 1980s, the AICPA issued nine new SASs. These SASs are often referred to as 

the “expectation gap” SASs. They included SAS No. 55, Consideration of the Internal Control Structure in a Financial Statement Audit. 

Additional information on these commissions and events that led to the passage of SAS No. 55 and other auditing standards related to 

internal control are discussed in more detail in Chapter 2. The COSO Report and its definition of internal control are discussed 

beginning at paragraph 101.10 and in Chapter 2. 

Present Perspective

101.8 Even today, the concept of internal control can be confusing. Is internal control a process or set of processes? Does it refer to 

actions taken or to the results achieved? Note that Merriam-Webster's Collegiate® Dictionary, Eleventh Edition provides various 

definitions of the term control. Among the definitions are “uses such as a control group for an experiment” and “being one who controls 

(for example, a controller, or having a controlling interest in a business).” Also, the term could mean “to exercise restraining or directing 

influence over” or “to have power over.” Perhaps more relevant is the definition “to reduce the incidence or severity of . . . to innocuous 

levels.” Based on the current definitions of internal control developed by COSO and those included in the accounting literature, it 

appears that internal control is viewed as a means (or actions taken) to achieve the results desired (a state of being in control). Even 

the dictionary definition of control recognizes that there are limitations to internal control. It refers to reducing the incidence or severity 

of a given event or consequence to “innocuous levels.” The concepts of reasonable assurance as well as cost/benefit considerations 

are discussed in section 201. 

101.9 The report issued by COSO and the COSO framework have been mentioned several times in the preceding paragraphs. This 

report and framework are introduced beginning at paragraph 101.10. Much of this Guide is dedicated to providing an in-depth analysis 

of the framework developed by COSO and guidance on how to integrate its concepts into creating or evaluating an organization's 

internal control. 

The COSO Report and Internal Control

101.10 In 1992, the Committee of Sponsoring Organizations of the Treadway Commission (COSO) issued a four volume report titled 

Internal Control—Integrated Framework (referred to throughout this Guide as the COSO Report). The COSO Report— 7

• defines internal control, 

Page 8 of 49Checkpoint | Document

5/9/2013https://checkpoint.riag.com/app/view/toolItem?usid=bc03clcefa6&feature=ttoc&lastCpReqI...



• describes the components of effective internal control, 

• provides criteria against which internal control can be evaluated, and 

• presents guidance that organizations can follow when reporting publicly on internal controls over financial reporting. 

101.11 COSO is the most widely accepted internal control framework, certainly for U.S. companies. The AICPA has incorporated the 

COSO framework and its five components of internal control into the auditing literature in AU-C 315. COSO also serves as the most 

commonly used basis for assessing internal control under other types of engagements. Furthermore, as noted in section 200, under 

SEC rules relating to the Sarbanes-Oxley Act, COSO is considered to be a suitable internal control framework for management to base 

its evaluation of the effectiveness of internal control over financial reporting. 

101.12  COSO's Internal Control Definition

According to the COSO Report, internal control is “. . . a process, effected by an entity's board of directors, management and other 

personnel, designed to provide reasonable assurance regarding the achievement of objectives . . . .” in one of the following categories: 

• Efficiency and effectiveness of operations. 

• Reliability of financial reporting. 

• Compliance with applicable laws and regulations. 

101.13 Under the COSO definition, internal control is not one event or circumstance, but a series of actions that are conducted through 

basic management of the company. Internal controls are intertwined with an organization's operating activities and are most effective 

when incorporated into an organization's structure. 

101.14  COSO's Categories of Internal Control

While the COSO Report places internal control in three broad categories—operations, financial reporting, and compliance—the primary 

focus of the COSO Report is on controls over financial reporting. Specifically, for internal control to be considered to be effective 

relating to financial reporting, the board of directors and management must have reasonable assurance that the organization is 

preparing published financial statements in a reliable manner. 

101.15 In the Reporting to External Parties volume of the COSO Report, COSO refers to “internal control over the preparation of 

published financial statements.” It indicates that “published financial statements” relates to the following, if they are reported publicly: 

• Financial statements. 

• Interim and condensed financial statements. 

• Selected data derived from such statements, such as earnings releases. 
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101.16  Why the Focus on Internal Control Over Financial Reporting?

To help understand why the COSO Report focuses primarily on internal control over financial reporting, it is helpful to look at: 

• The origins of COSO. 

• COSO's membership. 

• Current events. 

101.17 Remember that COSO refers to the Committee of Sponsoring Organizations of the Treadway Commission. As discussed in 

more detail in section 201, the National Commission on Fraudulent Financial Reporting, known as the Treadway Commission, was 

created for the purpose of identifying causes of fraudulent financial reporting and making recommendations for reducing its incidence. 

The Treadway Commission was created by the joint sponsorship of the AICPA, the American Accounting Association (AAA), the 

Financial Executives Institute (FEI), the Institute of Internal Auditors (IIA), and the Institute of Management Accountants (known at that 

time as the National Association of Accountants). 

101.18 In 1987, the Treadway Commission issued a report that made a number of observations and recommendations related to 

internal controls, including: 

• Noting that there were several different interpretations and concepts relating to internal control. 

• Stressing the importance of certain aspects of internal control. 

• Recommending management reports on the effectiveness of internal control. 

• Challenging the sponsoring organizations to work together in integrating various internal control concepts and definitions and to 

develop a common reference point. 

101.19 In addition, in its 1987 Report on the National Commission on Fraudulent Financial Reporting, the Treadway Commission 

determined that failures in internal control were major factors in almost 50% of the cases of fraudulent financial reporting that it 

researched. 

101.20 As discussed in more detail in section 201, each of the sponsoring organizations of the Treadway Commission appointed a 

representative to the group known as the Committee of Sponsoring Organizations (COSO). The focus of COSO on fraudulent financial 

reporting was influenced not only by the findings of the Treadway Commission and its charge to COSO to develop integrated guidance 

on internal control—the membership of COSO itself also impacted the direction taken by COSO. Specifically, there was a strong bias 

toward accounting and finance-related issues due to the orientation of COSO. The AICPA was the largest and most influential 

organization among the sponsoring organizations, and a major accounting firm, Coopers & Lybrand (now PricewaterhouseCoopers) 

was selected to author the resulting work product (the COSO Report). The strong influence of entities with a public accounting focus 

could be expected to center the COSO framework's attention on the part of internal control that pertains to financial reporting. However, 

it was not just the AICPA, Coopers & Lybrand, and other public accounting contributors that focused on internal control over financial 
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reporting. Many of the sponsoring organizations had a similar interest. And, as mentioned at paragraph 101.17, the COSO's 

predecessor, the Treadway Commission, was initially formed to report on fraudulent financial reporting. 

101.21 The AICPA carried significant influence among the sponsoring organizations because of its size, monetary backing, and 

professional reputation. Other sponsoring organizations did not have the same advantages in terms of size, resources, prestige, and 

influence. The AICPA's influence in Washington government circles was felt by representatives of the SEC and the U.S. General 

Accounting Office (GAO) relating to accounting and auditing issues. In addition, many of the private sector contributors to COSO (e.g., 

controllers, chief financial officers, internal auditors, accounting professors, etc.) carried with them the experiences they gained when 

many of them began or spent part of their careers in public accounting. 

101.22 Current events were another factor that affected the focus of COSO on fraudulent financial reporting. At the time that COSO 

was developing its framework, the SEC was recommending that SEC registrants be required to report on the effectiveness of internal 

control. This was the second attempt by the SEC to require such reporting, partially in response to the recommendation of the 

Treadway Commission and also in response to the financial failures of many banks, savings and loans, and other financial institutions. 

Subsequently, in 2002, the Sarbanes-Oxley Act was passed (see paragraph 101.24) and the AICPA issued SAS No. 99, Consideration 

of Fraud in a Financial Statement Audit, which was effective for audits of financial statements for periods beginning on or after 

December 15, 2002. 

101.23  Issues Surrounding Safeguarding of Assets

When the COSO Report was issued in September 1992, the Report presented the consensus opinions of the definition of internal 

control and the framework that would be a standard for measuring the effectiveness of internal controls. However, the GAO 

immediately expressed concerns about the COSO Report. In particular, it criticized the COSO Report for failing to require public 

reporting by management on internal controls over financial reporting, and excluding safeguarding of assets from financial reporting 

controls. As discussed in more detail in section 201, COSO issued an Addendum to the Reporting to External Parties volume of the 

COSO Report in 1994 to address the GAO's concerns. Although the Addendum did not alter the COSO definition of internal control, the 

Addendum: 

• Created a new category of internal controls called internal control over safeguarding of assets against unauthorized acquisition, 

use, or disposition. 

• Encouraged companies that report on their internal controls to also cover controls in this new category. 

101.24  Sarbanes-Oxley Act of 2002

To comply with Section 404 of the Sarbanes-Oxley Act, the SEC requires that a public company's annual report include an internal 

control report from management that includes, among other things, a statement identifying the framework used by management to 

conduct the required evaluation of the effectiveness of the company's internal control over financial reporting. The SEC specifies that 

management must base its evaluation of the effectiveness of the company's internal control over financial reporting on a suitable, 

recognized control framework that is established by a body or group that has followed due-process procedures. The SEC further 

indicates that the COSO framework satisfies the criteria for an acceptable evaluation framework. 

5 This well known business fraud occurred in the 1930s. After the New York Stock Exchange suspended trading of the company's 

stock in 1938, the Securities and Exchange Commission investigated and found widespread fraud, including fictitious inventory, 

accounts receivable, and other assets. For more information on the McKesson & Robbins case, refer to Accounting Standards Release 

(ASR) No. 19, Report on Investigation of the Securities and Exchange Commission in the Matter of McKesson & Robbins, Inc., issued 

by the SEC. 

6 The Committee on Auditing Procedure was the precursor to the Auditing Standards Executive Committee, which codified the SAPs 
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into the first Statement on Auditing Standards (SAS). The successor to the Auditing Standards Executive Committee is the Auditing 

Standards Board. 

7 As discussed further beginning at paragraph 201.120, COSO released a proposed updated Internal Control—Integrated Framework

for public comment in December 2011. The proposed Framework is not expected to alter the basic existing principles contained in it. 

Instead, it should result in more effective application of internal control over operations, compliance, and reporting, considering changes 

in the business environment and marketplace expectations. The comment period on the proposed Framework ended March 31, 2012, 

and a final document is expected to be issued in 2013. 

© 2012 Thomson Reuters/PPC. All rights reserved. 

END OF DOCUMENT -

© 2013 Thomson Reuters/RIA. All rights reserved.

Page 12 of 49Checkpoint | Document

5/9/2013https://checkpoint.riag.com/app/view/toolItem?usid=bc03clcefa6&feature=ttoc&lastCpReqI...



Checkpoint Contents

Accounting, Audit & Corporate Finance Library

Editorial Materials

Audit and Attest

Internal Control and Fraud Prevention

Chapter 1 Introduction to Internal Control and Fraud Prevention

            102 CPA Services Relating to Internal Control

102     CPA Services Relating to Internal Control

Types of Services

102.1 CPAs provide a variety of services relating to internal control. The following are examples of services relating to internal controls 

that CPAs may provide: 

• Consideration of internal control in connection with an audit of the financial statements and communication of internal control 

related matters. 

• Report on internal control in connection with an audit of a governmental entity under the Yellow Book. 

• Opinion about the effectiveness of internal control under the AICPA attestation standards. 

• Report on the internal control of a service organization under SSAE No. 16. 

• Report on the results of internal audit services. 

• Consulting engagements on implementation of measures to reduce the risk of fraud. 

• Consulting engagements on the design or improvement of internal control, including assisting or advising management with the 

evaluation of internal control, done in connection with Sarbanes-Oxley. 

102.2  Professional Standards

Depending on the type of service, different professional standards apply to the various engagements. These professional standards 

include: 

• Statements on Auditing Standards. 
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• Statements on Standards for Attestation Engagements. 

• PCAOB Auditing Standards. 

• Government Auditing Standards (the Yellow Book). 

• Statements on Standards for Consulting Services. 

102.3 The types of services relating to internal control and the professional standards that apply are discussed beginning at paragraph 

102.11. Consulting engagements are discussed in greater depth in section 103. 

102.4  Clarity Project of the Auditing Standards Board.

In response to growing concerns about the complexity of auditing standards and to converge U.S. GAAS with International Standards 

on Auditing (ISAs), the ASB has been working on the Clarity Project to revise all existing standards and to design a format under which 

all new standards will be issued. In October 2011, the AICPA issued, among other standards, SAS No. 122, Statements on Auditing 

Standards: Clarification and Recodification. This represents a completely new set of auditing standards revised in format, structure, 

style, and content from the existing standards. It supersedes all existing SASs through SAS No. 121, with a few exceptions. 8   All 

auditing interpretations corresponding to a SAS were considered in the development of the clarified standards and incorporated as 

necessary. Generally, the interpretations have been withdrawn, except for certain interpretations that were retained and revised to 

reflect the issuance of SAS No. 122. Going forward, the ASB will continue to issue SASs to create, amend, or supersede the auditing 

standards as necessary. 

102.5  Form and Structure of the Clarified Standards..

The clarified standards were developed using formatting techniques, such as bulleted lists, that make them easier to read and 

understand. In addition, each clarified standard is divided into the following topics: 

• Introduction. Includes matters such as the purpose and scope of the guidance, subject matter, effective date, and other 

introductory material. 

• Objectives. Establishes objectives that allow the auditor to understand what he or she should achieve under the standards. The 

auditor should use the objectives to determine whether additional procedures are necessary for their achievement and to evaluate 

whether sufficient appropriate audit evidence has been obtained. 

• Definitions. Provides key definitions that are relevant to the standard. 

• Requirements. States the requirements that the auditor is to follow to achieve the objectives unless the standard is not relevant or 

the requirement is conditional and the condition does not exist. 

• Application and Other Explanatory Material. Provides further guidance to the auditor in applying or understanding the 

requirements. While this material does not in itself impose a requirement, auditors should understand this guidance. How it is 

applied will depend on professional judgment in the circumstances considering the objectives of the standard. The requirements 
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section references the applicable application and explanatory material. Also, when appropriate, considerations relating to smaller 

and less complex entities are also included in this section. 

102.6 A standard may also contain exhibits or appendixes. Appendixes to a standard are part of the application and other explanatory 

material. The purpose and intended use of an appendix is explained in the standard or in the title and introduction of the appendix. 

Exhibits to standards are interpretive publications. Interpretive publications are not auditing standards and do not contain requirements. 

Rather, they are recommendations on applying the standards in particular circumstances that are issued under the authority of the 

ASB. Auditors are required to consider applicable interpretive publications when planning and performing the audit. 

102.7  New AU Section Organization..

Within the AICPA Professional Standards, the clarified standards (SAS Nos. 122-125) use “AU-C” section numbers instead of “AU” 

section numbers. “AU-C” is being used temporarily to avoid confusion with references to existing “AU” sections, which are still effective 

through 2013. The “AU-C” identifier will revert to “AU” in 2014, when the clarified standards are fully effective for all engagements. The 

organization of the new AU-C sections (which aligns with the organization of the ISAs) is as follows: 

• Preface. 

• Glossary. 

• AU-C Section 200-299: General Principles and Responsibilities. 

• AU-C Section 300-499: Risk Assessment and Response to Assessed Risks. 

• AU-C Section 500-599: Audit Evidence. 

• AU-C Section 600-699: Using the Work of Others. 

• AU-C Section 700-799: Audit Conclusions and Reporting. 

• AU-C Section 800-899: Special Considerations. 

• AU-C Section 900-999: Special Considerations in the United States.

• Exhibits and Appendixes. 
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102.8 An exhibit to SAS No. 122 contains a complete two-part cross-reference of AU-C and AU section numbers. One part of the cross-

reference shows which existing AU sections are encompassed by each new AU-C section. The other part of the cross-reference 

shows, for each existing AU section, where the corresponding guidance can be found in the new AU-C sections. 

102.9  Effective Date..

With a few exceptions, the clarified standards are effective for audits of financial statements for periods ending on or after December 

15, 2012. Generally, early adoption of SAS No. 122 is not permitted. However, an auditor may implement aspects of SAS No. 122 early 

as long as the auditor continues to comply with existing standards. 

102.10  Implementation in this Guide..

The majority of the requirements in the clarified standards are consistent with the requirements in the pre-clarified standards. Thus, the 

changes to the standards, although extensive, do not create many substantive changes in practice, other than in areas such as 

reporting and group audits. Therefore, the discussions throughout this Guide, references to authoritative literature, and practice aids 

have been updated for the clarified standards. 

Consideration of Internal Control in Connection with an Audit of Financial Statements

102.11 The primary service most CPAs provide relating to internal control is the understanding of internal control in order to assess the 

risk of material misstatement in the financial statements and to design the nature, timing, and extent of further audit procedures in 

connection with an audit of financial statements of a nonpublic company. The COSO framework impacts financial statements audits 

because the COSO guidance has been adopted into the auditing standards in AU-C 315, which describes the auditor's responsibilities 

for the understanding of internal control. 9

102.12 In addition, in a financial statement audit, the auditor may issue certain other reports and communications relating to internal 

control, such as—

• Communication of internal control related matters as required by professional standards. 

• Management letters. 

• Special reports for audits of governmental entities and nonprofit organizations under Government Auditing Standards (the Yellow 

Book). 

102.13  Communication of Internal Control Related Matters as Required by Professional Standards

AU-C 265, Communicating Internal Control Related Matters Noted in an Audit, requires the auditor to communicate, in writing, to 

management and those charged with governance certain deficiencies in internal control that were identified in the audit. AU-C 265 

defines, and provides guidance for evaluating, deficiencies in internal control that are categorized as a control deficiency, significant 

deficiency, and material weakness. When evaluating and categorizing deficiencies, the auditor should consider deficiencies individually 

and in combination with other deficiencies affecting the same significant account balance or disclosure, relevant assertion, or 

component of internal control. This is because multiple control deficiencies that affect the same financial statement account balance or 

disclosure, relevant assertion, or component of internal control increase the likelihood of misstatement and may, in combination, 

constitute a significant deficiency or material weakness even though they are individually insignificant. For each audit, auditors are 

specifically required to communicate in writing to those charged with governance significant deficiencies and material weaknesses that 

were identified. In addition, AU-C 265 states that the auditor should communicate, in writing or orally, other deficiencies in internal 

control identified during the audit that have not been communicated to management by other parties and that, in the auditor's 

professional judgment, are of sufficient importance to merit management's attention. If other deficiencies in internal control are 

communicated orally, the auditor should document the communication. Such communication should be made no later than 60 days 
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following the report release date. PPC's Guide to Internal Control Communications provides extensive guidance on fulfilling the 

auditor's responsibilities. 

102.14 AU-C 260, The Auditor's Communication With Those Charged with Governance, provides guidance on communication with 

those charged with governance in connection with a financial statement audit of nonpublic companies. According to AU-C 260, the 

auditor's objectives are to (1) communicate clearly with those charged with governance; (2) clearly communicate the auditor's 

responsibilities relative to the financial statement audit and an overview of the planned scope and timing of the audit; (3) obtain 

information relevant to the audit from those charged with governance; (4) provide timely observations to those charged with governance 

resulting from the audit that are significant and relevant to their responsibility to oversee the financial reporting process; and (5) 

promote effective two-way communication between the auditor and those charged with governance. As part of those requirements, the 

auditor might also communicate that an audit of financial statements includes consideration of internal control over financial reporting 

as a basis for designing audit procedures, but not for the purpose of expressing an opinion on the effectiveness of the entity's internal 

control over financial reporting. The auditor may wish to communicate the approach to internal control for the audit, including, when 

applicable, whether an opinion will be expressed on the effectiveness of internal control over financial reporting. 

102.15  Management Letters

In addition to the communication of significant deficiencies and material weaknesses required by AU-C 265, many auditors also issue 

management letters, which provide suggestions for improvements in the internal control, organization, or efficiency that are noted 

during the audit. 

102.16 As discussed beginning in paragraph 102.13, AU-C 265 requires auditors to communicate, in writing or orally, other deficiencies 

in internal control identified during the audit that have not been (a) communicated to management by other parties and (b) are of 

sufficient importance to merit management's attention. In addition, when communicating such matters orally, the standard requires 

auditors to document the communication. (While extant SAS No. 115 does not preclude the auditor from communicating other 

deficiencies in internal control to management if the auditor believes it is important to do so, it does not require such matters to be 

communicated as AU-C 265 does. However, the authors believe many auditors already communicate such other deficiencies in internal 

control to management when they believe it is important to do so; accordingly, this new requirement is not expected to cause a material 

change in practice.) While this Guide does not contain detailed implementation guidance, it is included in PPC's Guide to Management 

Letter Comments: Operations and Controls. That Guide also contains examples of management letter comments that may be helpful to 

auditors when communicating such matters to management. 

102.17  Special Requirements and Reports under Government Auditing Standards

Government Auditing Standards (the Yellow Book) requires auditors of certain recipients of federal awards and assistance, such as 

state and local governmental entities and nonprofit organizations, to expand the scope of audit work and issue reports on internal 

control in conjunction with the audit. These reporting requirements extend the communications required by auditing standards. PPC's 

Guide to Single Audits provides detailed guidance and illustrations for those types of reports. 

Engagements to Provide an Opinion on the Effectiveness of Internal Control Over Financial Reporting

102.18  Integrated Audit of Internal Control and the Financial Statements—Nonpublic Entities

SSAE No. 15 (AT 501), An Examination of an Entity's Internal Control Over Financial Reporting That Is Integrated With an Audit of Its 

Financial Statements, establishes standards and provides guidance to CPAs performing an examination of an entity's internal control 

over financial reporting (internal control) in the context of an integrated audit (an audit of an entity's financial statements and an 

examination of its internal control). Among other things, SSAE No. 15 converges the standards CPAs use for reporting on an nonpublic 

entity's internal control with PCAOB Auditing Std. No. 5, An Audit of Internal Control That is Integrated with an Audit of Financial 

Statements, discussed beginning at paragraph 102.23. 

102.19 SSAE No. 15 applies only to examinations of the design and operating effectiveness of an entity's internal control that are 

integrated with an audit of the entity's financial statements. Therefore, an SSAE No. 15 engagement cannot be performed unless the 

financial statements are also being audited. (See discussion of other types of internal control engagements beginning at paragraph 

102.29.) 
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102.20 SSAE No. 15 (AT 501.18) states that the examination of internal control over financial reporting should be integrated with the 

audit of the financial statements and be planned to accomplish the objectives of both audits simultaneously. The objective of an 

examination of internal control is to express an opinion on the effectiveness of the entity's internal control over financial reporting based 

on reasonable assurance obtained about whether material weaknesses exist. The objective of an audit of the financial statements is to 

express an opinion on whether the statements conform to GAAP. Although those two objectives are not identical, the CPA should 

design tests of controls to obtain sufficient evidence to support the opinion on internal control and to support the control risk 

assessments for purposes of auditing the financial statements. 

102.21 In evaluating the effectiveness of internal control, the CPA cannot conclude that internal control is effective if there is a material 

weakness. Thus, an examination of internal control in accordance with SSAE No. 15 involves (a) obtaining an understanding of the 

internal control over financial reporting, (b) performing procedures to test the design and operating effectiveness of internal control to 

detect deficiencies, and (c) evaluating those deficiencies to determine whether they indicate one or more material weaknesses in 

internal control. 

102.22 Auditors who are engaged to examine the effectiveness of internal control under SSAE No. 15 should communicate in writing 

significant deficiencies and material weaknesses to management and those charged with governance. 

102.23  Integrated Audit of Internal Control and the Financial Statements—Public Companies

The Sarbanes-Oxley Act of 2002 established the Public Company Accounting Oversight Board (PCAOB) under the supervision of the 

SEC to set auditing, quality control, ethics, independence, and other standards relating to the preparation of audit reports for auditors of 

public companies. As noted in paragraph 100.6, the Act also established requirements related to management's assessment of internal 

control. The PCAOB adopted the generally accepted auditing standards of the AICPA that existed as of April 15, 2003, as interim 

standards for audits of public companies. It has also issued fifteen Auditing Standards, including Auditing Std. No. 5, An Audit of 

Internal Control Over Financial Reporting That is Integrated with an Audit of Financial Statements. 10   The Standard establishes 

requirements and provides guidance for auditors that are engaged to perform an audit of management's assessment of the 

effectiveness of internal control over financial reporting that is integrated with the audit of the financial statements of a public company. 

The Standard requires the auditor to express an opinion on the effectiveness of the company's internal control over financial reporting. 

102.24 Auditing Std. No. 5 provides guidance for auditors to comply with the internal control reporting requirements of Section 404 and 

SEC rules. 11   The effective dates of the Section 404 requirements for management to report on the effectiveness of internal control and 

the related audit of internal control by the organization's independent auditors are as follows: 

• Companies with market capitalization over $75 million and that have filed at least one annual report with the SEC, referred to as 

“accelerated filers,” were required to comply with the internal control report rules for fiscal years ending on or after November 15, 

2004. 

• Companies that are not accelerated filers are required to provide management's report on internal control over financial reporting 

for fiscal years ending on or after December 15, 2007. However, as discussed beginning at paragraph 703.31, section 989G of the 

Dodd-Frank Wall Street Reform and Consumer Protection Act (the Dodd-Frank Act) issued in July 2010 exempted non-accelerated 

filers from the Section 404(b) requirement for an auditor's attestation report on internal control over financial reporting. 

PPC's Guide to PCAOB Audits provides in-depth guidance to CPAs who are performing integrated audits of both a company's financial 

statements and management's assessment of the effectiveness of internal control over financial reporting.

102.25  PCAOB Risk Assessment Standards (Auditing Standard Nos. 8-15)

In August 2010, the PCAOB approved eight auditing standards—Nos. 8 through 15—that address auditors' responsibilities for 

assessing and responding to the risks of material misstatement in an audit of financial statements. Those standards, often referred to 

as the Risk Assessment Standards, are as follows: 

• Auditing Std. 8, Audit Risk. 
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• Auditing Std. 9, Audit Planning. 

• Auditing Std. 10, Supervision of the Audit Engagement. 

• Auditing Std. 11, Consideration of Materiality in Planning and Performing an Audit. 

• Auditing Std. 12, Identifying and Assessing Risks of Material Misstatement. 

• Auditing Std. 13, The Auditor's Responses to the Risks of Material Misstatement. 

• Auditing Std. 14, Evaluating Audit Results. 

• Auditing Std. 15, Audit Evidence.

102.26 Effective for audits of fiscal years beginning on or after December 15, 2010, the standards superseded six interim auditing 

standards: AU 311, Planning and Supervision; AU 312, Audit Risk and Materiality in Conducting an Audit; AU 313, Substantive Tests 

Prior to the Balance Sheet Date; AU 319, Consideration of Internal Control in a Financial Statement Audit; AU 326, Evidential Matter; 

and AU 431, Adequacy of Disclosure in Financial Statements. (The SEC approved the Risk Assessment Standards in Release 34-

63606, which can be accessed at www.sec.gov/rules/pcaob/2010/34-63606.pdf, on December 23, 2010.) 

102.27 While a detailed discussion of these standards is beyond the scope of this Guide, it is important to note that the PCAOB risk 

assessment standards have had little impact on Auditing Std. 5 and an auditor's integrated audit of internal control and the financial 

statements. Nevertheless, this Guide incorporates all relevant changes to Auditing Std. No. 5 made as a result of the issuance of those 

standards. 

102.28  Other Public Company Guidance.

CPAs involved in Section 404 engagements should be aware of the following developments that may affect such services or 

management's assessment and evaluation of internal control over financial reporting: 

• Rule on Pre-approval of Non-audit Services Related to Internal Control Over Financial Reporting. The PCAOB has issued a rule 

that requires the auditor seek pre-approval from the audit committee to perform permissible non-audit services related to internal 

control over financial reporting. The auditor is required to (a) describe the scope of the services in writing and (b) discuss and 

document the potential effects of the services on the firm's independence with the audit committee. 

• Rule on Communication with Audit Committees Concerning Independence. The PCAOB rule requires a registered accounting 

firm to do the following before accepting an initial engagement: 
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•• Describe, in writing, to the audit committee all relationships between the firm or its affiliates and the potential audit client 

or persons in a financial reporting oversight role that may reasonably be thought to bear on independence. 

•• Discuss with the audit committee the potential effects of the relationships on the firm's independence, should it be 

appointed auditor. 

•• Document the substance of the discussion. 

The rule also requires the accounting firm to perform these items, as well as confirm that the firm is independent in compliance with 

the PCAOB's Rule 3520, at least annually. 12

• Conforming Amendments to Existing PCAOB Auditing Standards. Concurrent with the issuance of Auditing Std. No. 5, the 

PCAOB has made a variety of conforming changes to existing PCAOB standards (which include the interim standards that were 

adopted from the AICPA). A detailed discussion of these conforming amendments is outside the scope of this Guide. 

• SEC Definitions of a Material Weakness and Significant Deficiency. SEC rules have been amended to define the terms “material 

weakness” and “significant deficiency.” These amendments mirror those definitions reflected in PCAOB Auditing Std. No. 5. 

Chapter 7 discusses evaluating deficiencies in further depth for both nonpublic and public companies. 

• Handbook for Small Business. The SEC has issued a brochure entitled Sarbanes-Oxley Section 404—A Guide for Small 

Business, designed to help make a small business's first internal control assessment easier. The brochure refers to, and briefly 

summarizes, the SEC's June 2007 interpretive guidance discussed in section 703 of this Guide. 

• PCAOB Staff Guidance on Auditing Internal Control in Smaller Public Companies. In January 2009, the PCAOB issued Staff 

Views—An Audit of Internal Control That Is Integrated with an Audit of Financial Statements: Guidance for Auditors of Smaller 

Public Companies. The document does not establish new requirements but discusses how Auditing Std. No. 5 may be applied to 

audits of smaller, less complex companies. Relevant aspects of the document, which can be accessed at 

pcaobus.org/Standards/Auditing/Documents/AS5/Guidance.pdf, are discussed throughout this Guide. 

• PCAOB Auditing Std. No. 7, Engagement Quality Review. The PCAOB has issued Auditing Std. No. 7, Engagement Quality 

Review, along with conforming amendments to the PCAOB's interim quality control standards. Auditing Std. No. 7 requires an 

engagement quality review for audits of financial statements (including integrated audits) and for reviews of interim financial 

information, but not for other engagements performed according to the standards of the PCAOB. Auditing Std. No. 7 can be found 

on the PCAOB's website at pcaobus.org/Standards/Auditing/Pages/Auditing_Standard_7.aspx. 

• PCAOB Staff Guidance on Auditing Std. No. 7. In February 2010, the PCAOB issued a staff Q&A addressing an example 

provided in the adopting release for Auditing Std. No. 7. Specifically, the Q&A poses the question of whether the example in the 

adopting release suggests that the documentation requirements of Auditing Std. No. 7 mandates that all interactions between the 

engagement quality reviewer and the engagement team be documented, including those interactions before a matter is determined 
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to be a significant engagement deficiency. The staff question and answer can be found on the PCAOB's website at 

pcaobus.org/Standards/QandA/2010-02-19_EQR_QA%20_2.pdf. 

• PCAOB Release No. 2009-006. PCAOB Release No. 2009-006, Report on the First-year Implementation of Auditing Standard 

No. 5, “An Audit of Internal Control over Financial Reporting That Is Integrated with an Audit of Financial Statements,” identifies 

instances where the auditors failed to adequately asses risk. Release No. 2009-006 can be accessed at 

pcaobus.org/Inspections/Documents/09-24_AS5_4010_Report.pdf. 

• PCAOB Staff Audit Practice Alert No. 3. PCAOB Staff Audit Practice Alert No. 3, Audit Considerations in the Current Economic 

Environment (Alert), assists auditors in identifying matters related to the current environment (i.e., the ongoing financial and 

economic crisis and recession that began in 2007 or 2008), such as events affecting the economy, credit, and liquidity, that might 

affect audit risk and require additional audit focus. The Alert notes that the current economic environment may require auditors to 

pay additional audit attention to internal controls, including entity-level controls such as controls related to the control environment 

and the entity's risk assessment process. It explains that job eliminations may increase the risk of control deficiencies due to 

decreased control monitoring or segregation of duties. In addition, it specifically mentions the need to evaluate whether the entity's 

controls sufficiently address fraud risks and the risk of management override of controls. The Alert can be downloaded at 

pcaobus.org/Standards/Auditing/Documents/AS5/Guidance.pdf. 

• PCAOB Staff Audit Practice Alert No. 9. In December 2011, the PCAOB issued Staff Audit Practice Alert 9, Assessing and 

Responding to Risk in the Current Economic Environment, to help auditors identify matters related to the current economic 

environment that might affect their audits. The PCAOB previously had issued Staff Audit Practice Alert No. 3, Audit Considerations 

in the Current Economic Environment; Practice Alert No. 9 indicates that a number of matters discussed in Practice Alert No. 3 

continue to be relevant in the current economic environment. Among other things, Practice Alert No. 9 notes that the current 

economic environment may lead to an increased risk of omitted, incomplete, or inaccurate disclosures, including those related to 

contingent liabilities, risks and uncertainties, concentrations of credit risk, and liquidity concerns. In addition, the nature of certain 

financial disclosure requirements, the complexity of the matters disclosed, and the qualitative nature of certain disclosures can 

pose additional risks of material misstatement. Particularly with respect to internal controls, Practice Alert No. 9 reminds auditors 

that internal controls over disclosures that are qualitative, judgmental, or complex are (a) different from controls over the 

processing and reporting of routine historical transactions, (b) more likely to be manual controls rather than automated controls, 

and (c) may require significant judgment in the operation of the control, all of which can affect the risk associated with the control. 

PCAOB Staff Audit Practice Alert No. 9 can be accessed at pcaobus.org/Standards/QandA/12-06-2011_SAPA_9.pdf. 

• CAQ Alerts on Smaller Company Reporting Issues. The AICPA's Center for Audit Quality (CAQ) periodically issues Alerts on 

various accounting and reporting matters. Among those are Alerts issued in late 2008 related to management's internal control 

assessment, the internal control audit report required by the Sarbanes-Oxley Act (SOX), and reporting issues about which the SEC 

staff frequently issues comment letters to smaller companies requesting additional information. All CAQ alerts may be accessed at 

www.thecaq.org/members/alerts.htm. 

• CAQ Tips on Internal Control Audits. In February 2009, the CAQ issued a nonauthoritative report intended to help firms that have 

not yet performed an integrated audit of financial statements and internal control over financial reporting (ICFR). The report is 

based on feedback from a CAQ task force of auditors experienced in performing integrated audits. The report, CAQ Lessons 

Learned—Performing and Audit of Internal Control in an Integrated Audit, presents and discusses 21 “lessons learned” and can be 

accessed at www.thecaq.org/newsroom/pdfs/404LessonsLearned-PerformingIntegAudit.pdf. 
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• CAQ Year in Review—2010. The Center for Audit Quality has issued a publication, Year in Review, which highlights some of the 

key efforts of the organization during 2010. Some of the activities of the CAQ during 2010 discussed in the publication that relate to 

audits of internal control include (a) an anti-fraud initiative resulting in the issuance of the report, Deterring and Detecting Financial 

Reporting Fraud—A Platform for Action, (see discussion beginning at paragraph 600.19) along with a collaborative partnership with 

the FEI, the IAA, and the NACD to leverage the resources of the organizations to share ideas, sponsor research, and develop tools 

pertaining to the topic of fraudulent financial reporting; and (b) comment letters issued to Congress, SEC, PCAOB, and FASB on a 

number of items, including initiatives pertaining to Section 404(b) of the Sarbanes-Oxley Act of 2002. The CAQ's Year in Review—

2010 can be accessed at www.thecaq.org/publications/CAQ_Year_In_Review_2010.pdf. 

• COSO Guidance on Internal Control Monitoring. In February 2009, COSO issued final guidance on internal control monitoring. 

The guidance consists of Volume I, “Guidance” (presentation of fundamental principles on effective monitoring); Volume II, 

“Application” (techniques for implementation of the fundamental principles); and Volume III, “Examples” (case studies of internal 

control monitoring). COSO's monitoring guidance is discussed in more detail beginning at paragraph 201.77. 

• COSO Thought Paper on Enterprise Risk Management. The COSO thought paper, Strengthening Enterprise Risk Management 

for Strategic Advantage, discusses areas where management can work with their board of directors in order to increase the 

effectiveness of the board's oversight responsibilities of enterprise risks. The thought paper builds upon a previous thought paper 

of COSO, Effective Risk Oversight: The Role of the Board of Directors. The current thought paper addresses the four specific 

board risk oversight responsibilities noted in the prior paper and provides additional detail on how senior management can work 

with their boards to enhance risk management. Both of COSO's thought papers on enhancing the board's role in the oversight of 

enterprise risk management can be obtained at COSO's website at www.coso.org/documents/COSO-

EnhancingBoardOversight_r8_Web-ready%20(2).pdf. 

• SOX Section 404(b) Study. Section 989G(b) of the Dodd-Frank Act requires the SEC to conduct a study to determine how 

compliance burdens under Section 404(b) of the Sarbanes-Oxley Act could be reduced for companies that have a market 

capitalization of between $75 million and $250 million. Section 404(b) requires auditors who audit a public company's financial 

statements to “attest to and report on” management's assessment of internal control. [Section 989G of the Dodd-Frank Act added 

Section 404(c) to the Sarbanes-Oxley Act to exempt issuers that are not accelerated filers from the requirement for auditor 

reporting on management's assessment of internal control under Section 404(b).] In October 2010, the SEC issued Release No. 34

-63108, Study Required by Section 989G(b) of the Dodd-Frank Act Regarding Compliance with Section 404(b) of the Sarbanes-

Oxley Act, which requested public comment related to the study of reducing Section 404(b) compliance burden for companies in 

the public float range specified by Dodd-Frank. Respondents were asked to submit their views on a variety of matters, including the 

costs of compliance and the impact on investors of Section 404(b). 

In April 2011, the staff of the Chief Accountant of the SEC issued Study and Recommendations on Section 404(b) of the Sarbanes-

Oxley Act of 2002 For Issuers With Public Float Between $75 and $250 Million. In the study, the staff found that the United States 

has not lost U.S.-based companies filing IPOs to foreign markets for issuers that would likely be in the $75-$250 million public float 

range. Also, the study found no conclusive evidence that would link the requirements of Section 404(b) to IPO activity. The study 

found that the adoption of PCAOB Auditing Std. No. 5 had the intended effect of reducing compliance burden and improving the 

implementation of Section 404. The study also noted that there were few suggestions provided through public input that addressed 

techniques for reducing the compliance burden other than a request of complete exemption. Further, the staff noted that academic 

and other research indicates that auditor involvement in internal control over financial reporting results in more accurate and 

reliable disclosure of deficiencies and that financial statement restatement rates are lower.

Based on those findings, the staff recommended that the existing investor protections of Section 404(b) for accelerated filers and 

foreign private issuers be maintained. Also, based on public comment, the staff recommended the PCAOB monitor inspection 
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results and consider publishing additional observations on the performance of audits under Auditing Std. No. 5. The staff believes 

that this may assist auditors in performing top-down, risk-based audits for internal control over financial reporting. The study also 

notes that the staff is observing recent efforts by COSO regarding the review and update of the internal control framework that may 

ultimately help auditors and management in performing assessments of internal control in today's operating and regulatory 

environment. The SEC's study and recommendations on Section 404(b) can be found at sec.gov/news/studies/2011/404bfloat-

study.pdf.

• PCAOB Forums on Auditing in the Small Business Environment. The PCAOB periodically hosts Forums on Auditing in the Small 

Business Environment for registered accounting firms and public companies in the small business community to learn more about 

the work of the Board. As part of the forum, the staff of the SEC also provides an update of financial reporting issues facing smaller 

issuers. The most recent forum was held in Miami, Florida on December 1, 2010. Among other things, the PCAOB discussed 

auditing internal control and IT controls in smaller public companies. A listing of past forums, agendas, and presentation slides may 

be accessed at www.pcaobus.org/Featured/Pages/ForumArchive.aspx. Also, the SEC has posted slides used in the forum 

presentations that contain detailed speaker notes. These can found at www.sec.gov/news/speech/2010/spch1210wc.pdf. 

The PCAOB has also enhanced its outreach functions by establishing a new Office of Outreach and Small Business Liaison. The 

office will be responsible for planning and conducting small business forums such as this one, along with new forums directed to 

smaller broker-dealers and their auditors. The office is also charged with seeking input from the small business community on 

issues related to the work of the PCAOB. The Office of Outreach and Small Business Liaison can be reached at (202) 591-4135 or 

outreach@pcaobus.org. 

• COSO's Proposed Updated Internal Control Framework. As discussed further beginning at paragraph 201.120, COSO released a 

proposed updated Internal Control—Integrated Framework for public comment in December 2011. The proposed Framework is not 

expected to alter the basic existing principles contained in it. Instead, it should result in more effective application of internal control 

over operations, compliance, and reporting considering changes in the business environment and marketplace expectations. The 

comment period on the proposed Framework ended March 31, 2012, and a final document is expected to be issued in 2013. 

• COSO Thought Paper, Developing Key Risk Indicators to Strengthen Enterprise Risk Management. In December 2010, COSO 

issued a thought paper titled Developing Key Risk Indicators to Strengthen Enterprise Risk Management. The thought paper 

discusses how important the development of key risk indicators (KRIs) is to an organization attempting to achieve strategic 

success. The purpose of the thought paper is to help management develop effective KRIs to improve both the organization's ERM 

process and the execution of its strategy. Among other things, the thought paper identifies the potential benefits of developing a set 

of KRIs, important design elements of those KRIs, and an appropriate methodology for communicating KRI data to members of 

senior management and the board of directors. The COSO thought paper is discussed further beginning at paragraph 201.106. 

The COSO thought paper can be accessed at coso.org/documents/COSOKRIPaperFull-FINALforWebPostingDec110.pdf. 

• COSO Thought Paper, Board Risk Oversight—A Progress Report: Where Boards of Directors Currently Stand in Executing their 

Risk Oversight Responsibilities. To better understand how boards of directors are implementing risk management within their 

organizations, and to understand how they view the current state of risk management within their organizations and what they 

would like it to be, COSO commissioned Protiviti, a global business and audit firm, to survey boards of directors. In December 

2010, COSO issued a thought paper titled Board Risk Oversight—A Progress Report: Where Boards of Directors Currently Stand 

in Executing their Risk Oversight Responsibilities. Participants included more than 200 current and/or past board members in a 

variety of organizations. As discussed further beginning at paragraph 301.37, the thought paper discusses how board members 

are fulfilling their risk assessment responsibilities, the maturity of their risk assessment processes, and the opportunities for 
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improvement in risk management practices. The thought paper can be accessed at coso.org/documents/Board-Risk-Oversight

-Survey-COSO-Protiviti_000.pdf. 

• COSO Thought Paper, COSO's 2010 Report on ERM: Current State of Enterprise Risk Oversight and Market Perceptions of 

COSO's ERM Framework. To gain a sense of how COSO's ERM framework was used and relied upon, COSO commissioned the 

Enterprise Risk Management Initiative at North Carolina State University to conduct a survey in summer 2010. In December 2010, 

COSO published a thought paper titled COSO's 2010 Report on ERM: Current State of Enterprise Risk Oversight and Market 

Perceptions of COSO's ERM Framework to summarize the findings of that survey. The survey, which was targeted to individuals 

involved in leading ERM-related processes or knowledgeable about those efforts within their organization, included a host of 

questions dealing with the risk management practices of participants' organizations, as well as their perceptions about the 

strengths and weaknesses of COSO's ERM Framework. The thought paper, including the key findings of the survey, is discussed 

further beginning at paragraph 201.99. The thought paper can be accessed at coso.org/documents/COSOSurveyReportFULL-

Web-R6FINALforWEBPOSTING111710.pdf. 

• COSO Thought Paper, Embracing Enterprise Risk Management: Practical Approaches for Getting Started. In January 2011, 

COSO released a thought paper titled Embracing Enterprise Risk Management: Practical Approaches for Getting Started. The 

thought paper describes how an organization can begin implementing an ERM process. It also examines obstacles against 

implementing an effective ERM and how to overcome them. The thought paper provides a step-by-step action plan that can be 

used as a tangible tool in moving from informal risk management to implementing ERM within an organization. The thought paper, 

which is discussed further beginning at paragraph 201.101, can be accessed at coso.org/documents/EmbracingERM-

GettingStartedforWebPostingDec110.pdf. 

• COSO Thought Paper, Enterprise Risk Management—Understanding and Communicating Risk Appetite . In January 2012, 

COSO issued a thought paper titled Enterprise Risk Management—Understanding and Communicating Risk Appetite. The thought 

paper provides guidance intended to help organizations implement enterprise risk management by developing, better articulating, 

and implementing risk appetite. Risk appetite is the amount of risk, on a broad level, that an organization is willing to accept in 

pursuit of value. The thought paper, which is discussed further beginning at paragraph 201.114, can be accessed at 

coso.org/documents/ERM-Understanding%20%20Communicating%20Risk%20Appetite-WEB_FINAL_r9.pdf. 

• COSO Thought Paper, Enhancing Board Oversight by Avoiding and Challenging Traps and Biases in Professional Judgment. In 

March 2012, COSO issued a thought paper titled Enhancing Board Oversight by Avoiding and Challenging Traps and Biases in 

Professional Judgment. This thought paper discusses the role of directors in corporate governance and their use of sound 

judgment in fulfilling their fiduciary responsibilities, including overseeing the entity's efforts to prevent fraud and effectively manage 

enterprise risks. It also highlights some of the common pitfalls and biases in judgments to which decision makers are vulnerable 

and provides an overview of actions and steps that boards can take to avoid falling prey to them. The thought paper, which is 

discussed further beginning at paragraph 201.117, can be accessed at coso.org/documents/COSO-

EnhancingBoardOversight_r8_Web-ready%20(2).pdf. 

Reporting on the Internal Control of a Service Organization

102.29 Service organizations are entities that process transactions for other entities and, thus, constitute part of a user's internal 

control. Service organizations provide services that are part of a user entity's information system. The services are part of an entity's 

information system if they affect any of the following: 

• Significant classes of transactions. 
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• The automated and manual procedures by which the transactions are initiated, authorized, recorded, processed, and reported 

from their occurrence to their inclusion in the financial statements. 

• The related electronic or manual accounting records, supporting information, and specific accounts in the financial statements 

involved in initiating, recording, processing, and reporting the entity's transactions. 

• How the entity's information system captures other events and conditions that are significant to the financial statements. 

• The financial reporting process used to prepare the entity's financial statements, including significant accounting estimates and 

disclosures. 

102.30 Organizations that only execute another's transactions at the latter's specific authorization, like a bank that processes a 

customer's checks or a stockbroker that executes a requested trade, are not considered service organizations. Partnerships and joint 

ventures are not considered service organizations for their equity participants. 

102.31 In a service organization engagement, the service organization develops a description of its relevant processes and related 

controls (called management's description of the service organization's system) and engages an auditor (a service auditor) to apply 

procedures and report on the controls identified therein. SSAE No. 16 (AT 801), Reporting on Controls at a Service Organization, 

establishes standards for a service auditor's examination to report on internal controls at a service organization. 13   The AICPA Guide, 

Service Organizations: Applying SSAE No. 16, Reporting on Controls at a Service Organization (AICPA SOC 1 Guide), provides 

guidance to service auditors applying SSAE No. 16. It discusses the needs of user auditors, explains how the service auditor obtains 

and evaluates evidence regarding the service organizations' controls relevant to user transactions, and provides guidance regarding the 

information to be presented. [While certain aspects of SSAE No. 16 are discussed throughout this Guide, a detailed discussion of its 

requirements and the guidance in the related AICPA SOC 1 Guide is beyond this Guide's scope. However, PPC's Practice Aids for 

Reporting on Controls at Service Organizations contains detailed guidance, real life examples, and a complete set of practice aids for 

performing service organization engagements. To order, call (800) 431-9025.] 

102.32 There are two general types of reports that service auditors provide on service organizations' internal controls for the benefit of 

users: 14

• A Type 1 report, which provides opinions on the fair presentation of management's description of the service organization's 

system and the suitability of design of such controls. 

• A Type 2 report, which provides the same information as a Type 1 report, plus an opinion on whether the controls operated 

effectively. 

102.33 In both cases, the service auditor's report is accompanied by management's description of the service organization's system of 

internal control relevant to user entities and management's written assertions about the matters on which the service auditor opines. 

Written assertions are required in service organization engagements. 15

102.34 The goal of a service organization engagement is to provide a user auditor with information to use when planning the audit of a 

user entity's financial statements or as a basis for assessing control risk below the maximum for specific financial statement assertions 

in such audits (when a Type 2 engagement is performed). Practitioners may provide other types of services on a service organization's 
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internal controls. For instance, a practitioner can examine and report on the effectiveness of the service organization's internal control 

under SSAE No. 15 (AT 501) as discussed beginning in paragraph 102.18. Or, an auditor of a public company can examine and report 

on the effectiveness of the service organization's internal control under Auditing Standard No. 5 as discussed beginning at paragraph 

102.23. These are extensive examinations that deal with testing and reporting on whether internal control over financial reporting is 

effective based on criteria such as those included in the COSO report. These engagements, however, are based on a service 

organization's own internal controls over financial reporting, not on the controls applied to user entities' transactions. 

102.35 SSAE No. 16 also does not apply in the following circumstances: 

• When the practitioner is asked to examine and report on controls over subject matter other than financial reporting. 

• Controls over the privacy of information the service organization processes for user entities. In that case, the practitioner may be 

able to perform an engagement under AT 101, Attest Engagements. 

• Controls over compliance with laws and regulations. In that case, the practitioner should follow AT 601, Compliance Attestation, if 

he or she is reporting on an entity's own compliance with specified requirements or on its controls over compliance with specified 

requirements; otherwise, he or she should follow AT 101. 

• When management of the service organization is not responsible for the design of the controls (for example, when the controls 

are designed by the user entity). In this case, management of the service organization will generally not be in a position to assert 

that the system is suitably designed and, therefore, will be unable to provide an assertion related to the suitability of the design. (As 

an alternative, the practitioner may perform either an agreed-upon procedures engagement under AT 201, Agreed Upon 

Procedures Engagements, or an examination of the operating effectiveness of the controls under AT 101.) 

• When the practitioner is engaged to examine and report on a user entity's transactions or balances maintained by a service 

organization. However, the practitioner may be able to perform the engagement under AT 101. 

• When the practitioner is engaged to perform and report the results of agreed-upon procedures related to controls or balances of a 

user entity maintained by a service organization. However, the practitioner may be able to perform this engagement under AT 201. 

102.36 CPAs are also increasingly asked to report on other types of controls at service organizations. The increase in the number of 

cloud computing facilities, which provide user entities with on-demand network access to a shared pool of computing resources, 

including networks, servers, storage, applications and services, has created an increased demand for such reports by CPAs. In 

response, the AICPA established a special task force of the AICPA Assurance Services Executive Committee. In 2011, the task force 

issued a new guide, Reporting on Controls at a Service Provider Relevant to Security, Availability, Processing Integrity, Confidentiality, 

or Privacy, to specifically address these types of engagements, which also are performed under AT 101. That guide is available at 

www.aicpa.org. 

Consulting on Internal Control

102.37 A CPA may be engaged to analyze and make recommendations on a client's internal control but not provide assurance as to its 

effectiveness. Also, a CPA might assist or advise management when evaluating the effectiveness of internal control. Section 103 

discusses these consulting services under Statements on Standards for Consulting Services. Chapter 7 provides an approach for 

evaluating the effectiveness of internal control performed under the direction of management that incorporates the matters discussed in 
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Chapters 1 through 6, as well as those where a CPA assists or advises management with an evaluation performed in connection with 

Sarbanes-Oxley. Guidance on consulting services is also provided in PPC's Guide to Small Business Consulting Engagements. 

Internal Audit Services

102.38 A CPA may be engaged to provide internal auditing services for a client that is either too small or chooses not to employ its own 

internal auditors. Such a service may involve the analysis or tests of internal control that internal auditors typically apply. Depending on 

the nature of the services, the engagements may be structured as agreed-upon procedures engagements under the attestation 

standards or as consulting engagements. PPC's Guide to Nontraditional Engagements provides guidance on performing and reporting 

on agreed-upon procedures engagements, and PPC's Guide to Small Business Consulting Engagements provides guidance on 

consulting engagements. 

102.39 However, Ethics Interpretation 101-3 restricts the internal audit services CPAs can provide for their audit, review, compilation, or 

other attest service clients. 16 CPAs may assist these clients in performing financial and operational internal audit activities, provided 

the CPA ensures that the client understands its responsibility for establishing and maintaining the internal control system and directing 

the internal audit function. Under the Interpretation, however, independence is considered to be impaired if the client outsources the 

internal audit function to the CPA. Interpretation 101-3 provides additional requirements and guidance regarding internal audit 

assistance services (see the discussion beginning in paragraph 103.28). In addition, since a CPA cannot issue an audit report if he or 

she is not independent, the Sarbanes-Oxley Act goes beyond stating that independence is impaired and strictly prohibits auditors from 

providing internal audit outsourcing services to their public company audit clients. 

8 PPC's Guide to Audits of Nonpublic Companies provides more information on the SASs that were not superseded by the issuance of 

SAS No. 122 and on SAS Nos. 123-125, which were also issued by the ASB as part of the Clarity Project. The Guide may be ordered 

by calling your Thomson Reuters representative at (800) 431-9025 or from the PPC website at ppc.thomsonreuters.com. 

9 As discussed further beginning at paragraph 201.120, COSO released a proposed updated Internal Control—Integrated Framework

for public comment in December 2011. The proposed Framework is not expected to alter the basic existing principles contained in it. 

Instead, it should result in more effective application of internal control over operations, compliance, and reporting, considering changes 

in the business environment and marketplace expectations. The comment period on the proposed Framework ended March 31, 2012, 

and a final document is expected to be issued in 2013. 

10 In August 2010, the PCAOB approved eight auditing standards—Nos. 8 through 15—that address the auditor's responsibilities for 

assessing and responding to the risks of material misstatement in an audit of financial statements. Among other things, the eight 

standards include enhancements to better align with Auditing Std. No. 5, An Audit of Internal Control over Financial Reporting That Is 

Integrated with an Audit of Financial Statements. The standards are discussed further beginning at paragraph 102.25. 

11 As discussed at paragraph 703.31, the Jumpstart Our Business Startups Act (JOBS Act) passed in April 2012 affects the accounting 

and reporting of new equity issuers that meet the definition of an emerging growth company. The JOBS Act exempts such companies 

from the requirement for an audit of internal control over financial reporting and delays the adoption of certain accounting standards and 

the possible application of other PCAOB auditing standards. However, as of the date of this Guide, the SEC has not introduced 

proposed rule-making related to the JOBS Act. 

12 On March 29, 2010, the PCAOB issued a proposed Auditing Standard, Communications with Audit Committees, which would 

supersede AU 380, Communications with Audit Committees, and AU 310, Appointment of the Independent Auditor, and amend certain 

other PCAOB auditing standards. The proposed standard carries forward substantially all of the required communications in the 

PCAOB's existing interim standards and significantly expands required communications and audit procedures aimed at enhancing 

communications between auditors and audit committees. In response to comment letters received, the PCAOB reproposed the 

standard on December 20, 2011. The reproposed standard (Release No. 2011-008) makes a number of revisions and improvements to 

the original proposal. If approved in final form, the PCAOB anticipates that the reproposed standard would be effective for audits of 

fiscal years beginning on or after December 15, 2012. The reproposed standard and its current status can be accessed at 
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www.pcaobus.org/Rules/Rulemaking/Pages/Docket030.aspx. 

13 Service auditors can also perform agreed-upon procedures relating to the controls at a service organization. If the results of such 

procedures are reported on separately, the engagement is governed by the standards for agreed-upon procedures engagements as 

discussed in Chapter 2 of PPC's Guide to Nontraditional Engagements. However, if the agreed-upon procedures are referenced in the 

service auditor's report, such standards would not apply. 

14 AU-C 402, Audit Considerations Relating to an Entity Using a Service Organization, provides guidance to auditors engaged to audit 

the financial statements of an entity that uses a service organization. AU-C 402, which is effective for audits of periods ending on or 

after December 15, 2012, is discussed further beginning at paragraph 501.47. 

15 Although AT 101 allows practitioners to provide an attest engagement without obtaining a written assertion, SSAE No. 16 requires 

one in service organization engagements. It also prohibits circumventing that requirement by having the practitioner perform the 

engagement under AT 101 (AT 801.10). 

16 In February 2011, PEEC issued an omnibus exposure draft which, among other things, proposes changes to Ethics Interpretation 

101-3. An explanation of the proposed changes and a marked copy of the changes are included in the omnibus exposure draft, which is 

available on the AICPA's website at www.aicpa.org. No information about an effective date for these changes is included in the 

proposed document. Practitioners ought to be alert for further developments in this area. Future editions of this Guide will update the 

status of this project. 

© 2012 Thomson Reuters/PPC. All rights reserved. 

END OF DOCUMENT -

© 2013 Thomson Reuters/RIA. All rights reserved.
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            103 ENGAGEMENTS ADVISING OR ASSISTING MANAGEMENT ON INTERNAL CONTROL

103     ENGAGEMENTS ADVISING OR ASSISTING MANAGEMENT ON INTERNAL 

CONTROL

Introduction

103.1 This section discusses engagement considerations for CPAs who will provide consulting services to advise or assist 

management on internal control over financial reporting. Chapter 7 provides an overview of the process of evaluating the effectiveness 

of internal control over financial reporting and is focused toward those CPAs who will be assisting or advising management. This 

section includes the following matters: 

• Relevant AICPA standards relevant to services pertaining to internal control consulting. 

• Independence considerations. 

• Pre-acceptance activities. 

• Client acceptance considerations. 

• Proposal letters. 

• Documentation of the engagement understanding with the client through engagement letters or other means. 

103.2 Section 102 discusses other services that a CPA may provide pertaining to internal controls. A detailed discussion of the 

engagement process for those services is beyond the scope of this Guide. As noted in section 102, Thomson Reuters provides various 

PPC guides on those services. 

Standards for Consulting Services

103.3 Statement on Standards for Consulting Services (SSCS) No. 1, Consulting Services: Definitions and Standards, applies to all 

consulting services. The Statement applies to most services where a CPA advises or assists a client with their evaluation of internal 

controls that do not involve providing an opinion on or attest to the effectiveness or internal controls. This section provides an overview 

of the Standard. 
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103.4 A significant aspect of the Statement is the broad definition of consulting services. The standards apply to a wide range of 

services, from providing informal advice to formal engagements. The standards are intended to help ensure that these services are 

conducted in the professional manner that is expected of CPAs. 

103.5 Rule 202 of the AICPA Code of Professional Conduct 17   requires members to comply with the standards. 

103.6 Because of their authority under the Code, the Statement on Standards for Consulting Services affects consulting practice in the 

same way that Statements on Auditing Standards (SASs) affect auditing practice. The authority of the Consulting Services (CS) 

executive committee to issue enforceable standards is established in the AICPA bylaws. 

103.7 Rule 202 of the Code of Professional Conduct provides as follows: 

A member who performs auditing, review, compilation, management consulting, tax, or other professional services shall 

comply with standards promulgated by bodies designated by Council. 

Under this rule, duly promulgated technical standards in all functional areas apply where appropriate to all AICPA members.

103.8  Definitions

SSCS No. 1 provides several definitions that affect AICPA practitioners: 

• Consulting Services Practitioner. Any AICPA member holding out as a CPA while engaged in the performance of a consulting 

service for a client, or any other individual who is carrying out a consulting service for a client on behalf of any Institute member or 

member's firm holding out as a CPA. 

• Consulting Process. The analytical approach and process applied in a consulting service. 

103.9  Consulting Services

SSCS No. 1 defines consulting services as “professional services that employ the practitioner's technical skills, education, 

observations, experiences, and knowledge of the consulting process.” SSCS No. 1 groups consulting services into six categories: 

• Consultations. 

• Advisory services. 

• Implementation services. 

• Transaction services. 

• Staff and other support services. 

• Product services. 

General Standards
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103.10 The following general standards are stated in Rule 201 of the Code and apply to all AICPA members: 

• Professional Competence. Undertake only those professional services that the member or the member's firm can reasonably 

expect to be completed with professional competence. 

• Due Professional Care. Exercise due professional care in the performance of professional services. 

• Planning and Supervision . Adequately plan and supervise the performance of professional services. 

• Sufficient Relevant Data. Obtain sufficient relevant data to afford a reasonable basis for conclusions or recommendations in 

relation to any professional services performed. 

103.11 SSCS No. 1 adds three additional general standards for consulting services: 

• Client Interest. Serve the client interest by seeking to accomplish the objectives established by the understanding with the client 

while maintaining integrity and objectivity. 

• Understanding with Client. Establish with the client a written or oral understanding about the responsibilities of the parties and the 

nature, scope, and limitations of services to be performed, and modify the understanding if circumstances require a significant 

change during the engagement. Ethics Interpretation 101-3 requires written documentation of the understanding with the client for 

nonattest services for an attest client. (See paragraphs 103.12, 103.25, and 103.52 for additional discussion.) 

• Communication with Client. Inform the client of (a) conflicts of interest that may occur pursuant to interpretations of Rule 102 of 

the Code of Professional Conduct, (b) significant reservations concerning the scope or benefits of the engagement, and (c) 

significant engagement findings or events. 

103.12  Understanding with Client

To reach an appropriate understanding with the client, the practitioner may wish to consider matters such as the following before 

undertaking the consulting service. 

• Objectives of the consulting services. 

• Nature of the services to be performed. 

• Scope of services, including areas of client operations to be addressed and limitations or constraints, if any. 

• Respective roles, responsibilities, and relationships of the consultant, the client, and other parties to the consulting service to be 

performed. 
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• The anticipated approach, including major tasks and activities to be performed and, if appropriate, methods to be used. 

• The manner in which the status of the work and results are to be communicated. 

• Work schedule. 

• Fee arrangements. 

103.13 SSCS No. 1 emphasizes that the CPA's responsibility to the client for a consulting service is defined primarily by the 

understanding with the client. The understanding may establish constraints or scope limitations on the practitioner's performance of 

consulting services. For example, based on an agreement with the client regarding limitations on the work performed, the practitioner 

can accept an engagement even though the engagement omits certain work the practitioner believes is appropriate. 

103.14 If the nonattest engagement is for an attest client, Interpretation 101-3 of Rule 101 of the AICPA's Code of Professional Conduct

requires documentation of the understanding with the client regarding the objectives of the services, the services to be performed, 

responsibilities of the client and the practitioner, and any limitations of the engagement. The form of the documentation is left to the 

judgment of the practitioner (e.g., an accepted proposal letter, engagement letter, or an internal workpaper memorandum). See 

additional discussion at paragraph 103.25. 

103.15 Although a written understanding with the client is not specifically required for nonattest clients, the authors strongly suggest a 

documented understanding. Even for a consultation, a letter or memo outlining the discussion with the client may be useful. For 

consulting services other than informal consultations, the authors believe that a practitioner normally should document the 

understanding with the client in an accepted proposal letter, a confirmation letter, or an engagement letter. In many cases, an 

engagement letter may be preferable since it normally documents and confirms the consultant's latest understanding of the 

engagement objectives, scope, nature, and responsibilities. In either oral or written communication, the practitioner should not explicitly 

or implicitly guarantee results. These matters are further discussed in the paragraphs beginning with 103.52. 

103.16 Any significant change in the services to be performed should also be documented by written modification. 

103.17  Communication with Client

SSCS No. 1 requires the practitioner to inform the client of: 

• Conflicts of interest that may occur pursuant to interpretations of Rule 102 of the Code of Professional Conduct. 

• Significant reservations concerning the scope or benefits of the engagement. 

• Significant engagement findings or events. 

SSCS No. 1 does not preclude oral communication of these matters. The practitioner's professional judgment determines which 

communications should be written and which may be oral.

103.18 Rule 102-2, as amended, states: 
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A conflict of interest may occur if a member performs a professional service for a client or employer and the member or 

his or her firm has a relationship with another person, entity, product, or service that could, in the member's professional 

judgment, be viewed by the client, employer, or other appropriate parties as impairing the member's objectivity. If the 

member believes that the professional service can be performed with objectivity, and the relationship is disclosed to and 

consent is obtained from such client, employer, or other appropriate parties, the rule shall not operate to prohibit the 

performance of the professional service . . . . 

The authors recommend that notification of the client of a potential perceived conflict of interest be in writing and that written consent to 

the consulting services in light of the conflict of interest be obtained.

103.19 Communication of significant reservations is required when the practitioner believes that work appropriate for the particular 

engagement has been curtailed by the client. The practitioner may accept the engagement in this situation, if the responsibilities of the 

practitioner and the client are clear in the established understanding with the client. However, the practitioner should be certain to 

communicate his or her reservations about the scope of work or the benefits to be derived from the limited work. Whenever 

responsibilities for a project are divided between the practitioner and client personnel or others, the practitioner is well-advised to 

communicate the portions for which he or she is not accepting responsibility. 

103.20 Communication of significant engagement findings or events is required and normally includes the major facts and assumptions 

upon which the results are based. Support for any quantified potential benefits is generally disclosed. Interim communication with the 

client on lengthy or complex engagements is often helpful. 

Independence Considerations

103.21 Rule 101 indicates that “a member in public practice shall be independent in the performance of professional services as 

required by standards promulgated by bodies designated by Council.” The AICPA has issued interpretations to Rule 101 that describe 

examples of specific circumstances concerning financial interests and employee or equivalent relationships that impair independence. 

Also, the interpretations indicate that CPAs should consult the rules of their state board of accountancy, state CPA society, and, as 

applicable, the PCAOB, SEC, Department of Labor, GAO, and any organization that issues or enforces standards of independence that 

would apply to the member's engagement. In addition to the AICPA's Code of Professional Conduct and underlying interpretations and 

rulings, a variety of independence-related resources are available to the auditor. The AICPA offers a webpage on its site that provides 

resources, publications, and recent developments on the topic of professional ethics. The website can be found at 

www.aicpa.org/members/div/ethics/index.htm. The AICPA also issues an Independence and Ethics Developments Audit Risk Alert 

that addresses recent developments in independence and ethics, and provides information that assists auditors with their 

understanding of independence rules. The publication can be ordered at www.cpa2biz.com. 

103.22  Conceptual Framework for AICPA Independence Standards

ET 100.01, “Conceptual Framework for AICPA Independence Standards,” was adopted by the AICPA's Professional Ethics Executive 

Committee (PEEC) to be used by CPAs when making decisions on independence matters that are not explicitly addressed by the 

AICPA Code of Professional Conduct. The Conceptual Framework describes the risk-based approach to analyzing independence 

matters that is used by PEEC when it develops standards. Under that approach, the CPA consultant's relationship with a client is 

evaluated to determine it poses an unacceptable risk to the CPA's independence. Risk is unacceptable if the relationship would 

compromise (or would be perceived as compromising to an informed third party having knowledge of all relevant information) the CPA 

consultant's professional judgment when rendering an attest service to the client. Under the risk-based approach, steps are taken to 

prevent circumstances that threaten compromising such judgments. Chapter 2 of PPC's Guide to Small Business Consulting provides 

further discussion of the conceptual framework. The Guide may be ordered by calling your Thomson Reuters representative at (800) 

431-9025 or from the PPC website at ppc.thomsonreuters.com. 

103.23  Performance of Nonattest Services

Historically, CPAs have provided consulting services for attest clients and have performed consulting engagements that involve both 

attest and nonattest services. The AICPA Code of Conduct defines an attest engagement as “an engagement that requires 

independence as defined in AICPA Professional Standards.” Examples of such engagements include: 
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• Audits or reviews of historical financial statements. 

• Examinations of or agreed-upon procedures applied to prospective financial statements. 

• Other examinations or reviews under the AICPA attestation standards. 

Technically, compilations of historical financial statements or prospective financial information are not attest engagements that require 

independence. However, according to professional standards, lack of independence should be disclosed in compilation reports. SSARS 

No. 19 permits (but does not require) an accountant to disclose the reasons for the lack of independence in the compilation report on 

historical financial statements. Likewise, SSAE No. 17 permits an accountant to include in the compilation report on prospective 

financial statements a description about the reason(s) that independence is impaired. However, if the compilation report discloses any 

factors resulting in the impairment of independence, both standards require the accountant to ensure all such factors are disclosed in 

the report.

103.24 An important interpretation is Interpretation 101-3 under Rule 101, “Performance of Nonattest Services” (ET 101.05). According 

to the Interpretation, before a member or his or her firm who performs attest services (which require independence) agrees to perform 

nonattest services (including consulting services), the member should evaluate the effect of those services on independence. The 

AICPA has provided an Independence Toolkit at 

www.aicpa.org/InterestAreas/PrivateCompaniesPracticeSection/Resources/KeepingUp/Pages/PCPSIndependenceToolkit.aspx. 

103.25 The Interpretation states that the accountant should: 

• Establish an Understanding with the Client about the Nonattest Services Engagement. To help prevent any type of 

misunderstanding with the client, the Interpretation states that, before performing nonattest services, the accountant should 

establish and document in writing his or her understanding with the client (board of directors, audit committee, or management, as 

appropriate in the circumstances) regarding the following: 

•• Objectives of the engagement. 

•• Services to be performed. 

•• Client's acceptance of its responsibilities. 

•• Member's responsibilities. 

•• Any limitations of the engagement. 

The Interpretation's requirement to establish an understanding with the client should be met or the accountant's independence with 

regard to attest services is impaired. In addition, failure to comply with the Interpretation's requirement to document that 

understanding is a violation of Ethics Rule 202—Compliance with Standards. The form of the documentation is left to the judgment 

of the practitioner (e.g., an accepted proposal letter, engagement letter, or an internal workpaper memorandum). The 

documentation requirement does not apply to routine activities such as providing advice and responding to technical questions.
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• Determine Management's Responsibilities. The accountant should be sure that the client is in a position to make an informed 

judgment on the results of the nonattest services, and that the client understands its responsibilities and agrees to—

•• Make all management decisions and perform all management functions. 

•• Designate an individual who possesses suitable skill, knowledge, and/or experience, preferably within senior 

management, to oversee the services to be performed. 

•• Evaluate the adequacy of the services performed and any resulting findings. 

•• Accept responsibility for the results of the services. 

The accountant should be satisfied that the client will be able to meet all of these criteria and make an informed judgment on the 

results of the accountant's nonattest services.

103.26  General Activities That Impair Independence

The Interpretation indicates that an accountant's independence generally would not be considered impaired when performing certain 

nonattest services for attest clients as long as he or she does not perform any management functions or make management decisions 

for the client. Therefore, to help accountants determine which activities could impair independence, the Interpretation specifically states 

that the following general activities would impair independence: 

• Authorizing, executing, consummating a transaction, or otherwise exercising authority on the client's behalf or having authority to 

do so. 

• Preparing source documents, in electronic or other form, that evidences the occurrence of a transaction. 

• Having custody of client assets. 

• Supervising client employees in performing their normal recurring activities. 

• Serving as a client's stock transfer or escrow agent, registrar, or general counsel. 

• Determining which of the accountant's recommendations should be implemented. 
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• Reporting to the board of directors on management's behalf. 

• Establishing or maintaining internal controls, including performing ongoing monitoring activities for a client. 

103.27 Interpretation 101-3 provides a listing of specific examples of nonattest services and their impact on independence. One of the 

example services indicated in the Interpretation is business risk consulting. The Interpretation indicated that the following would not 

impair independence for such services: 

• Provide assistance in assessing the client's business risks and control processes. 

• Recommend a plan for making improvements to a client's control processes and assist in implementing these improvements. 

The following services will impair independence based on the example in the Interpretation:

• Make or approve business risk decisions. 

• Present business risk considerations to the board or others on behalf of management. 

103.28  Internal Audit Assistance Services

Interpretation 101-3 also addresses internal audit assistance services by clarifying that a member's independence will not be impaired if 

the CPA performs the engagement under the attestation standards or performs separate evaluations of the effectiveness of the client's 

controls and separate evaluations of the client's ongoing monitoring activities. In addition, independence is not impaired if the CPA 

ensures that the client understands its responsibility for directing and managing the internal audit function. Thus, the CPA should 

ensure that management—

• Designates an individual, or individuals, who possesses suitable skill, knowledge, and/or experience, preferably within senior 

management, to be responsible for the internal audit function. 

• Determines the scope, risk, and frequency of the services to be performed by the CPA. 

• Evaluates the findings and results of the CPA's services. 

• Evaluates the adequacy of the audit procedures performed and the resulting findings by, among other things, obtaining reports 

from the CPA. 

The CPA should be satisfied that the board of directors, audit committee, or similar governing body is informed about the respective 

roles and responsibilities of the CPA and management.

103.29 The Interpretation states that a member's independence is impaired if he or she in effect manages the client's internal audit 

activities. Some activities that impair independence include—
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• Performing ongoing monitoring activities. 

• Determining which recommendations for control improvement should be implemented. 

• Reporting to the board of directors or audit committee on behalf of management of the individual responsible for internal audit. 

• Approving or being responsible for the overall internal audit work plan. 

• Being listed as an employee in client directories or publications or allowing oneself to be referred to as being in charge of the 

client's internal audit function. 

103.30  PEEC Project

At its November 9, 2009, meeting, the AICPA Professional Ethics Executive Committee (PEEC) considered a possible inconsistency 

within Interpretation 101-3 as it relates to the prohibition of establishing or maintaining internal controls, including performing ongoing 

monitoring activities for a client. Some practitioners perceive an inconsistency in Interpretation 101-3 because certain bookkeeping 

services and other nonattest services permitted under Interpretation 101-3 could be viewed as “maintaining internal controls” for the 

client. The PEEC agreed to clarify the language in the general requirements and make further clarifying changes to the Interpretation 

such as replacing the terminology “performing management functions” with “assuming management responsibilities.” However, PEEC 

decided further consideration was needed and thus a “Study Group” was appointed to study the issue. At its August 2010 meeting, 

PEEC approved the revised interpretation for exposure but requested that before exposing the revisions, the Study Group incorporate 

the non-authoritative guidance found in four specific nonattest services frequently asked questions (FAQs). (PEEC believes CPAs 

would benefit from making this guidance authoritative and easily accessible in the Code of Professional Conduct.) At its November 

2010 meeting, PEEC approved for exposure, with some revisions, the additional revisions recommended by the Study Group related to 

the FAQs. In February 2011, PEEC issued an omnibus exposure draft which, among other things, contains proposed changes to Ethics 

Interpretation 101-3. An explanation of the proposed changes and a marked copy of the changes are included in the omnibus exposure 

draft, which is available on the AICPA's website at www.aicpa.org. No information regarding an effective date for these changes is 

included in the proposed document. Practitioners ought to be alert for further developments in this area. Future editions of this Guide

will update the status of this project. 

103.31  Sarbanes-Oxley Considerations

Auditors of public companies that are required to issue a report on the effectiveness of internal control over financial reporting should 

not perform internal control consulting services related to financial reporting for those clients. As discussed beginning at paragraph 

703.30, Section 404 of Sarbanes-Oxley sets forth the requirement for management to assess internal control over financial reporting 

and report annually on that assessment. Furthermore, auditors of certain public companies are required to issue an opinion on the 

effectiveness of internal control over financial reporting. While accelerated filers currently are required to comply with all aspects of 

those internal control reporting rules, non-accelerated filers are exempt from the requirements for an auditor's opinion on the 

effectiveness of internal control over financial reporting. (Section 989G of the Dodd-Frank Wall Street Reform and Consumer Protection 

Act, issued in July 2010, exempted non-accelerated filers from that requirement.) The Sarbanes-Oxley Act of 2002 also prohibits an 

audit firm from providing their public company audit clients any internal audit services that will be subject to audit procedures during the 

audit of the financial statements. However, the SEC has stated that auditors may make recommendations for internal control 

improvements when conducting attest services and that they may assist in documenting internal controls if management is actively 

involved. 

Pre-acceptance Activities—Understanding the Industry and Client
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103.32 For any potential rendering of services, including assisting or advising a client on internal control, the consultant should consider 

accumulating information about the potential client company and its industry. At the pre-proposal stage, a minimum level of such 

information will be necessary for the consultant to become familiar with general aspects of the potential client's operations and the 

specific area that is the focus of the potential engagement so that a sound proposal can be prepared. The consultant will probably 

obtain more background data about the company at other stages of the engagement. For example, section 704 of this Guide discusses 

the need to obtain a preliminary understanding of the business and risks. 

103.33  Industry Background

Knowledge of the clients' industry places the business in perspective with its environment. It may also explain why the organization 

does something in a certain way. For example, if the consultant learns that the industry has been using a certain accounting procedure 

for 50 years, client personnel may resist any change from a familiar, long-standing procedure with which they are comfortable. Industry 

research may also show some very good reasons why the system is still in place. The consultant can take such factors into 

consideration when developing recommendations during the engagement. Some of the industry factors that might be considered are: 

• Products and services of the industry. 

• Technological trends. 

• Growth or decline in the industry. 

• Industry-wide sales volumes and profit margins. 

• Industry competitive conditions such as oligopoly, monopoly, or nearly perfect competition. 

• Effects of foreign competition. 

• Effects of governmental or union influence. 

• Influence of industry associations, standards groups, etc. 

• Industry-wide subsidies or tax advantages. 

• The size and strength of the client within the industry. 

103.34  Company Background

The background of the company gives the consultant a feeling for the characteristics of the organization. Company background factors 

include: ideas, attitudes, and opinions of key management personnel, the company's goals and operating style, why certain employees 
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are where they are, and how the company has grown over the years. Knowledge of these factors will help the consultant understand 

the current position and future direction of the business. Items peculiar to the company that might be examined are: 

• Management and employee attitudes: How do they harmonize in the area under study? 

• Patterns of growth over the years and expectations for the future. 

• The products and services important to the client's future. 

• Sales volume and profit margin trends. 

• Expansion or curtailment of any segment of the business over the years. 

• Involvement in mergers, spin-offs, or purchases of other companies. 

• Effects of industry characteristics, e.g., competition, government intervention, unions, etc., on the client. 

• Effect of technology on the client. 

• Past and present goals and objectives. 

• Long-range plans. 

Client Acceptance

103.35 The exact point of the formal decision to accept the client and pursue the engagement may be required by firm policy at a 

predetermined point, or it may be allowed to vary to allow for flexibility in dealing with the variety of circumstances that occur in practice. 

However, before a proposal is presented to a prospective client, a formal client acceptance decision should be made. 

103.36  Factors That Affect Client Acceptance

An overriding consideration in the client acceptance decision is a CPA firm's desire to avoid association with a client that has a poor or 

questionable reputation for honesty or business ethics. A CPA firm should not accept work from a client that would be detrimental to the 

firm's image. For this reason, it is desirable to do a background check on the client using sources such as the following: 

• Dun & Bradstreet. 

• Better Business Bureau. 
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• Chamber of Commerce. 

• Local credit associations. 

• Professionals serving the client, e.g., auditors, bankers, attorneys, etc. 

103.37 Also, a variety of online sources of background information are available to assist the firm in obtaining information about the 

prospective client and its management. Such service providers, a few of which are summarized in Exhibit 1-1, allow the firm to search 

for bankruptcy records, litigation history, Dun & Bradstreet reports, corporate filings, corporate affiliations, and newspapers or trade 

publications containing information on prospective clients and their management. These searches can be performed from the office at a 

relatively low cost. However, it is a good idea to check with legal counsel prior to performing a background check to determine if there 

are any federal, state, or local laws that require permission from, or disclosure to, the prospective client. Of course, if the prospective 

client is well known to the CPA firm, there may be no need for a background check. 

Exhibit 1-1

SOURCES OF BACKGROUND INFORMATION

INFORMATION SOURCE HOW TO CONTACT 

Credit Rating Services

Dun & Bradstreet Corporation www.dnb.com

Equifax www.equifax.com

Experian www.experian.com

Moody's Investors Services www.moodys.com

National Association of Credit Management 

(NACM)

www.nacm.org

Standard & Poor's www.standardandpoors.com

TransUnion www.transunion.com

Online Database Services

Access Information www.access-information.com

CLEAR www.thomsonreuters.com

Dialog www.dialog.com

Hoovers www.hoovers.com

LexisNexis www.lexisnexis.com

PUBLICDATA.com www.publicdata.com

Standard & Poor's www.standardandpoors.com

General Business Information

AT&T Information www.anywho.com

National White Pages www.switchboard.com

Yahoo Business Directory http://dir.yahoo.com/business_and_economy
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____________________

103.38 Professional standards do not mandate any specific checking or communications before accepting a consulting client. Thus, the 

extent of checking is a firm policy decision. The authors recommend that when a CPA firm has not dealt with a client before, the firm at 

least check with one source for credit evaluation, e.g., Dun & Bradstreet, and one source for reputation, e.g., professionals serving the 

potential client. 

103.39 Before accepting a client and making a proposal, a CPA firm should also realistically consider the likelihood of obtaining the 

engagement. This consideration includes, but extends well beyond, an evaluation of the firm's competence to successfully complete the 

engagement. A CPA firm should not accept every opportunity to present a proposal. In some cases, the prospective client may have 

already selected a consultant, but should go through the motions of obtaining several proposals to satisfy internal or external 

requirements. Careful consideration of client motivations will improve the firm's success rate in obtaining and completing engagements. 

103.40  Impact on Attest Services

If the firm is considering providing consulting services to an attest client, the firm should consider the impact of the new services on the 

attest services as noted in the paragraphs beginning in paragraph 103.23. Certain consulting services could impair the firm's 

independence and prevent the firm from performing attest services. 

103.41  Client Acceptance Form

A CPA firm may have an existing client acceptance policy and form that is suitable for accounting, auditing, tax, or consulting services. 

While it is not necessary to adopt a form unique to consulting engagements, the authors have prepared a form that is suitable for a new 

small business consulting practice. 

103.42 The “Engagement Acceptance Form—Consulting Engagement” presented at ICF-CX-20 is designed to document compliance 

with a firm's policy on the acceptance of new client engagements. 

Proposals

103.43 Proposals can vary widely between engagements, but each proposal should generally include: 

• A definition of the problem and the expected benefits of the engagement with a proper description of the respective roles of the 

client and the firm. 

• The proposed engagement plan and approach. 

• An estimate of fees and billing arrangements. 

103.44 The proposal is based on the information developed during the initial client contact and preliminary planning procedures. The 

proposal should clearly describe the specific objectives of the engagement. Objectives that are vague or unclear may lead to 

misunderstandings with staff and clients. The proposal should set forth the client's needs and the specific services the firm will provide 

to meet those needs. In addition, the proposal should cite the expected benefits. However, the role of the client in achieving the 

expected benefits should be clearly stated in the proposal. 

103.45  Basic Content of the Proposal

In addition to the definition of the problem and expected benefits, the following specific matters should be covered individually in the 

proposal: 

• Scope and role. 
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• Approach. 

• Personnel. 

• Fee arrangements. 

• Firm qualifications. 

• Deliverables. 

• Exclusions and disclaimers. 

Documentation of the Engagement Understanding with the Client

103.46 The authors recommend that, in all circumstances, some form of written documentation that describes the terms of the 

engagement be sent to the client. This is good business practice and also demonstrates compliance with the requirement in SSCS No. 

1, Paragraph 7, to reach an understanding with the client about the nature, scope, and limitations of the engagement as noted in 

paragraph 103.12. The following forms of documentation may be appropriate, depending on the circumstances: 

• Confirming letter. 

• Accepted proposal. 

• Engagement letter. 

• Memo (for brief informal consultations). 

103.47 SSCS No. 1, Paragraph 7, also states that consultants should modify their understanding with the client if circumstances require 

a significant change during the engagement. 

103.48 As noted in the paragraphs beginning with 103.23, if the engagement is for an attest client, Interpretation 101-3 of Rule 101 of 

the AICPA's Code of Professional Conduct requires documentation of the understanding with the client regarding the objectives of the 

services, the services to be performed, responsibilities of the client and the practitioner, and any engagement limitations. The form of 

the documentation is left to the judgment of the practitioner (e.g., an accepted proposal letter, engagement letter, or an internal 

workpaper memorandum). 

103.49  Confirming Letter
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In some cases, only an oral proposal presentation may be made to the client. This often occurs when the firm has previously conducted 

small business consulting engagements for the client. In those cases, a formal written proposal may not be presented even though the 

oral presentation includes all the points that would ordinarily be covered in a written proposal. 

103.50 In such cases, a confirming letter should be addressed to the client setting forth the essential points of the agreement reached. 

Also, if modifications to the proposed engagement arise, based on discussions with the client, a confirming letter documenting the 

revisions should be submitted. 

103.51  Accepted Proposal

When a written proposal is accepted by a client, the proposal letter itself becomes the engagement record. Naturally, if there are later 

modifications of the proposed engagement, these changes should also be documented. In most cases, a confirming letter documenting 

the revisions is sufficient, and a revised proposal is not necessary. 

103.52  Engagement Letter

While the understanding with the client can be documented in various ways as noted above, it may be preferable that an engagement 

letter be obtained—along with the notification of any significant reservations (see paragraph 103.48) about the engagement. 18 The 

engagement letter reflects the latest understanding of the objective of the engagement, services to be rendered, roles and 

responsibilities, and any limitations. The authors believe the engagement letter should contain the elements that were discussed in 

paragraph 103.45 and state that the engagement offers no assurance on the effectiveness of internal controls, the financial statements, 

or any other matter. The authors also believe the letter should state that fraud might not be detected by the procedures, but that any 

fraud discovered will be brought to the attention of management immediately. Finally, they believe the engagement letter should state 

that the deliverable is a written report of observations and recommendations to improve internal control, or other pertinent services that 

were established with the client. The “Engagement Letter Drafting Form—Internal Control Consulting Engagement” at ICF-CX-21 can 

be used to draft engagement letters on internal control consulting engagements. 

Quality Control Standards

103.53 Consultants may wonder whether the AICPA's quality control standards apply to consulting services, i.e., services performed 

under the AICPA's Statement on Standards for Consulting Services. The short answer is “No.” However, the consultant should consider 

the requirements of the AICPA's quality control standards if any consulting services include a component to which the AICPA's audit, 

attestation, or accounting and review standards apply. 

103.54 SQCS No. 8, A Firm's System of Quality Control (QC 10), establishes standards and provides guidance for a CPA firm's 

responsibilities for its system of quality control over a firm's accounting and auditing practice. The standard places an unconditional 

obligation on the firm to establish a QC system designed to provide reasonable assurance that the firm complies with professional 

standards and legal and regulatory requirements, and that it issues reports that are appropriate in the circumstances. PPC's Guide to 

Quality Control provides guidance and practice aids to assist firms in developing, implementing, and maintaining a system of quality 

control. The Guide may be ordered by calling your Thomson Reuters representative at (800) 431-9025 or from the PPC website at 

ppc.thomsonreuters.com. 

103.55 QC 10.13 defines an accounting and auditing practice as: 

A practice that performs engagements covered by this section, which are audit, attestation, compilation, review, and any 

other services for which standards have been promulgated by the AICPA Auditing Standards Board (ASB) or the AICPA 

Accounting and Review Services Committee (ARSC) under Rule 201, General Standards (ET sec. 201 par. .01), or Rule 

202, Compliance With Standards (ET sec. 202 par. .01), of the AICPA Code of Professional Conduct. Although standards 

for other engagements may be promulgated by other AICPA technical committees, engagements performed in 

accordance with those standards are not encompassed in the definition of an accounting and auditing practice. 

103.56 Accordingly, services performed under the AICPA's consulting and valuations standards are not covered by the AICPA's quality 

control standards, but the quality control requirements would apply to the portion of a consulting engagement to which SASs, SSARSs, 

or SSAEs apply. 
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17 In 2009, the AICPA launched a Codification Project to reformat and enhance its ethics literature. The primary objective of this project 

is to improve the Code of Professional Conduct by making it topical and easier to use, while maintaining the substance of the existing 

AICPA ethics standards. The relevant AICPA ethics literature will be organized into a logically structured, topical format. In connection 

with this Codification Project, the AICPA will continue to converge the Code with international standards where appropriate. As of the 

date of this Guide, PEEC has indicated it expects to issue an exposure draft of the ethics codification by the end of 2012 and release 

the final codification in the first half of 2013. The effective date has yet to be determined. Auditors need to remain alert for further 

developments in this area. The authors will update future editions of this Guide for new developments. 

18 If the internal control consulting engagement includes compilation or review services, SSARS No. 19 requires a written engagement 

letter documenting the understanding with the client regarding the services to be provided. While a detailed discussion of SSARS No. 

19 is beyond the scope of this Guide, PPC's Guide to Small Business Consulting and PPC's Guide to Compilation and Review 

Engagements provide guidance on determining whether SSARS No. 19 applies to a consulting engagement and what is required when 

it does. 

© 2012 Thomson Reuters/PPC. All rights reserved. 

END OF DOCUMENT -

© 2013 Thomson Reuters/RIA. All rights reserved.
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Chapter 1 Introduction to Internal Control and Fraud Prevention

            104 PPC's Guide to Internal Control and Fraud Prevention and Other PPC Resources

104     PPC's Guide to Internal Control and Fraud Prevention and Other PPC 

Resources

Who is This Guide For?

104.1 This Guide provides comprehensive, practical guidance on internal control and fraud prevention. It is designed to be used by 

CPAs in public practice and others who are involved with internal control, including: 

• Consultants who provide services relating to (a) assisting public company management perform their assessment of internal 

control over financial reporting, (b) evaluating or improving internal control of nonpublic companies, or (c) making 

recommendations for improving controls to reduce the risk of fraud. 

• Auditors of financial statements. 

• Internal auditors. 

• Accounting and finance professionals in industry who are involved in developing, implementing, evaluating, and monitoring, 

internal control in their organizations. 

Other Thomson Reuters Resources Relating to Internal Control and Fraud Prevention

104.2 Thomson Reuters maintains an extensive library of PPC products relating to attestation services that involve consideration of, or 

specific reporting on, internal control. Additionally, fraud investigations, professional standards, and other issues relating to fraud are 

addressed in a separate PPC publication. Other PPC resources relating to internal control and fraud prevention include the following: 

• PPC's Guide to Audits of Nonpublic Companies.

• PPC's Guide to PCAOB Audits.

• PPC's Guide to Nontraditional Engagements.
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• PPC's Guide to Small Business Consulting Engagements.

• PPC's Guide to Audits of Financial Institutions.

• PPC's Guide to Auditor's Reports.

• PPC's Guide to Risk Assessment.

104.3 PPC's SMART Practice Aids—Internal Control guides auditors through a top-down, risk-based approach for efficiently and 

effectively evaluating internal control over financial reporting. This internal control evaluation tool helps auditors: 

• Obtain and document an understanding of internal control. 

• Evaluate system design. 

• Prepare internal control test plans, if desired. 

• Assess control risk. 

104.4 In addition, PPC's Practice Aids for Reporting on Controls of Service Organizations provides a complete set of practice aids 

CPAs may use when providing services in connection with the effectiveness of internal controls at a service organization. Included in 

those practice aids are procedures for common types of service organizations, including payroll processing and information technology 

processing organizations. These products can be ordered by calling Thomson Reuters at (800) 431-9025 or online at 

ppc.thomsonreuters.com. 

© 2012 Thomson Reuters/PPC. All rights reserved. 
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105     Overview of This Guide

105.1 As previously noted, this Guide is designed for CPAs in public practice and others who are involved with internal control. It is 

organized to provide guidance and tools relating to internal control, the COSO and other control frameworks, IT control issues, fraud 

prevention techniques, evaluations performed in connection with the Sarbanes-Oxley Act, and other considerations surrounding the 

various types of services that relate to internal controls. The following paragraphs provide a brief summary of the topics discussed in 

each of the following chapters. 

Criteria for Evaluating Internal Control

105.2 Chapter 2 of the Guide discusses the COSO Framework as well as other basic frameworks relating to internal control. It provides 

an introduction to, and an overview of, the COSO Report, which was issued in 1992 and amended in 1994. It also addresses the 

Criteria of Control Committee report Guidance on Control (CoCo Report) issued by the Canadian Institute of Chartered Accountants 

(CICA), the Turnbull Report Framework, the Internal Auditing Standards Board Framework, and other frameworks. These other 

frameworks include the COBIT framework, the Information Technology Control Guidelines produced by CICA, and SysTrust and 

WebTrust Services. Chapter 2 also discusses controls over safeguarding of assets and the addenda to the COSO Report. The Chapter 

also provides an overview of COSO's enterprise risk management framework which was introduced in 2004. The framework addresses 

enterprise risk management and does not replace or modify COSO's existing framework on internal control. Chapter 2 also discusses 

COSO's guidance for small public companies, Internal Control over Financial Reporting—Guidance for Smaller Public Companies, and 

the January 2009 issuance of COSO's Guidance on Monitoring Internal Control Systems, which elaborates on the monitoring 

component of internal control discussed in the original COSO Framework and subsequent guidance. Finally, Chapter 2 discusses three 

new thought papers issued by COSO that address various elements of an organization's enterprise risk management efforts. 

Organizational Level Control Issues

105.3 Chapter 3 of the Guide discusses the COSO framework in more detail. It describes the key elements of four of the five internal 

control components included in the COSO framework: control environment, risk assessment, monitoring, and communication. It also 

discusses the concepts of hard and soft controls and describes the roles of the CEO and management in the control environment. In 

addition, it provides examples that illustrate the features of effective organization level components. 

Functional Level Control Issues

105.4 Chapter 4 of the Guide discusses issues relating to information systems, including strategic and integrated systems and 

information quality. In addition, this chapter provides guidance on control activities, including types of control activities, policies and 

procedures, risk assessment, and issues for small and mid-sized entities. It also includes examples of control activities. 

Information Technology Issues

105.5 Chapter 5 discusses how information technology (IT) fits into both the COSO framework and the COBIT framework. Key topics 

include controls that allow IT to support business processes; control objectives relating to planning and organization, acquisition and 

implementation, delivery and support, and monitoring business processes; security issues; and special considerations for specific types 

of IT systems. 
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Fraud Prevention

105.6 Chapter 6 discusses a variety of approaches for preventing fraud. It discusses the conditions that generally must exist for fraud to 

occur and some ways to mitigate those conditions. It also discusses a variety of common asset misappropriation schemes and specific 

controls that may be implemented to help prevent those types of fraud. In addition, Chapter 6 discusses issues relating to outsider 

fraud. 

Evaluation of Internal Controls

105.7 Chapter 7 explains how internal controls can be evaluated and how the CPA can assist in an evaluation project. It details a step-

by-step process for evaluating internal control of nonpublic companies, along with additional requirements when assisting management 

with its assessment of the effectiveness of internal control over financial reporting performed in connection with the requirements of 

Sarbanes-Oxley. Chapter 7 discusses many of the forms and checklists that can be used to apply the guidance included in the Guide. 

Forms and Checklists

105.8 This section includes tools that will help users evaluate internal control and use the fraud prevention techniques discussed in this 

Guide. These tools provide a step-by-step process to help users plan and perform these evaluations, as well as to document the 

procedures performed, evidence obtained, and the conclusions reached. 

© 2012 Thomson Reuters/PPC. All rights reserved. 
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Appendix 1A

Sources of Additional Information about Internal Control

American Institute of Certified Public Accountants (AICPA). Among other things, the website has an Antifraud & Corporate 

Responsibility Center that provides information and tools that address fraud. Also, the Center for Audit Quality web pages provide 

information and tools on Sarbanes-Oxley, along with other resources that address audits of public companies. www.aicpa.org. 

Association of Certified Fraud Examiners. This worldwide professional association is comprised of tens of thousands of members who 

are trained to detect fraud. Their website contains additional materials, guidance, and tools for detecting fraud and improving internal 

control. www.acfe.com.

Financial Executives International (FEI). FEI is a professional association for senior-level corporate financial executives, dedicated to 

advancing ethical, responsible financial management with over 15,000 members. Their website includes resources on Sarbanes-Oxley 

and other publications by the Financial Executives Research Foundation, Inc. www.financialexecutives.org.

The Institute of Internal Auditors (IIA). The IIA represents the internal audit profession. Their website contains a variety of information of 

interest to internal auditors and others including risk and controls and Sarbanes-Oxley. www.theiia.org.

Protiviti. This firm provides risk consulting and internal audit services to their clients. Their website provides access to recent editions of 

the company's newsletters, resource guides, and white papers, many of which address internal control issues. www.protiviti.com.

Public Company Accounting Oversight Board (PCAOB). The PCAOB was created by the Sarbanes-Oxley Act of 2002 to oversee the 

auditors of public companies. It establishes standards relating to public company auditors, including auditing internal control for public 

companies. Their website provides the Standards issued by the PCAOB, as well as news and other information. www.pcaobus.org.

The Commission of Sponsoring Organizations of the Treadway Commission (COSO). COSO established the first United States internal 

control framework that is still being used today. Their website provides articles and publications about internal control. www.coso.org.
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