
B
ig data continues to be a big
topic  of  discussion in  the
business  world, and whi le
companies tap into big data
and data analytics as a strat-

egy to achieve improved decision-making
and performance, other areas of  business
have begun to tap into big data to im-
prove processes . Improv ing the  audit
process in a number of  ways, big data is
expanding the data available to auditors,
providing technology for advanced ana-
lytics, and producing data standards.1 An
essential  element of  the internal audit
function, risk assessment can also greatly
benefit from big data and data analy tic
methods. As audit committees and exec-
utive management continually challenge
internal auditors to become more effec-
tive at quickly and accurately identifying
all relevant risks facing a company, big
data can enhance and improve the risk
assessment process.

Prior to discussing the advantages and
challenges of  using big data in internal
audit for risk assessment, it is important
to provide an overview of  big data. Orga-

nizations have enormous data sets avail-
able  to  t hem f rom count less  bi g  dat a
sources, including web clickstream data,
e-mail, and social media content (tweets,
blogs, Facebook posts, etc.)  as wel l  as
data from video sur veil lance, call  cen-
ters, and research and development. Just
how big is big data? It is estimated that
approximately 2.5 exaby tes of  data are
being generated daily as of  2012, which
is  expec ted to  double  ab out  ever y  40
months. 2 An exaby te is  approximately
one quintillion by tes or one billion giga-
by tes and would fil l  10 million blue-ray
discs. It is estimated that 90 percent of
today’s data has been created in the last
two years alone.3 More  data crosses the
Internet in each passing second than was
stored on the entire Internet 20 years ago.
Companies can obtain petaby tes of  data
in a single data set. A petaby te of  data is
the equivalent of  one quadrillion bytes or
approximately 20 million filing  cabinets
filled with text. Walmart collects approx-
imately 2.5 million petabytes hourly from
customer transactions alone.4 In other
words, companies have a lot of  data!
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Big data can also be defined by four char-
acterist ics, referred to as the four V’s:
1. volume (the grow ing amount of

data);
2. velocit y (the incredible speed at

which data is moving in and out of
organizations);

3. variet y (the w ide variet y of  data
t y pes, formats, and sources); and

4. veracity (the level of  certainty and
reliability of  data sources).5

Bi g  dat a  i s  of ten  unst r uc t ured and
evolves quickly. While these enormous
data sets can seem overwhelming for com-
panies to maintain and analyze, big data
analytic methods allow companies to more
easily deal with large volumes of  unstruc-
tured data  in order  to produce useful
information and  insights — often in real
time.

Big data analytics
D at a  a n a l y t i c s  i nv o l ve s  i n s p e c t i n g ,
cleansing, transforming, and modeling
big data to deliver useful information and
identify patterns to support decision-mak-
ing . A sur ve y  was  conduc ted  by  MIT
Sloan Management Review and the IBM
Inst itute for Business Value. The find-
ings reveal  that  top performing organi-
zat ions are f ive t imes more l ikely to use
analy t ics than lower performing orga-
nizat ions, and top organizat ions focus
on improv ing information and analy t-
ics.6 Senior executives require that strate-
gic and operat ing business decisions be
suppor ted w ith data-driven analy t ics.
Given the focus that highly successful or-
ganizat ions place on the use of  analy t-
ics, internal  auditors can leverage big
data analytic tools to enhance risk assess-
ment and more accurately and quickly
ident i f y  s ig nif icant  r isks  fac ing their
company.

Data analytics is a “process by which in-
sights are extracted from operat ional,
financial, and other forms of  electronic
data internal or external to the organiza-
tion.”7 These insights are not only per-
formance-based, but can also be risk-based
to address areas like control effectiveness,
fraud, and regulator y compliance. Fur-
thermore, recent innovations related to
data analytics and data visualization, pre-

dictive analy tics, and machine learning
suggest that barriers limiting the use of audit
dat a  ana ly t ics  in  the  p ast  have  b een
reduced.8 These insights based on data
ana ly t ics  can prov ide  consider able
improvements in performing risk assess-
ment.

Data analytics and risk assessment
Data analytics can be used to assess audit
r isk to predict the l ikelihood of  fraud
or misstatement. Internal auditors can con-
duct predictive analysis in order to iden-
t if y data that do not adhere to expected
patterns. Unusual patterns al low audi-
tors to identif y high-risk areas such as
employee fraud. For example, data ana-
ly tic techniques can uncover issues such
as  dupl icate  pay ments  result ing f rom
either employee fraud or errors and inef-
ficiencies. Addit ional ly, internal  audi-
tors can employ data analy t ic methods
to focus on r isk-based fraud detect ion
and regulator y compliance. 9

Wang and Cuthber tson suggest that
the two audit areas particularly suited for
data analytics are risk assessment and ev-
aluat ion of  internal controls. 10 Fur ther-
more, internal auditors are continually
challenged to be more efficient and effec-
t ive at identif y ing r isks. 11 Data analy t-
i c s  a l l ow s  au d i t o r s  t o  i mp rove  t h e
identification of financial reporting fraud
and operat ional
b u s i n e s s  r i s k s .
Mo re ove r, d at a
a n a l y t i c s  c a n
g e n e r at e  r i s k -
related informa-
t ion in real  t ime
t hu s  a l l ow i n g
f i r m s  t o  t a ke
necessar y measures to address r isks in
a timely manner. This can take place dur-
ing normal operat ions to avoid disrup-
t ions to regular data processing.

Given how frequently r isks change, it
is essential that internal auditors quickly
identif y both new r isks and changes to
previous r isks in order to continuously
adjust controls. 12 Big data analy t ics can
also enhance the ability of  internal audi-
tors  to  per for m cont inuous  audit ing ,
which is defined as:
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the collection of  audit evidence and indicators
by an internal auditor on information technology
systems, processes, transactions, and controls
on  a  f re que nt , rep e at able , a nd  su s t a i nable
basis.13

Continuous auditing also includes con-
tinuous risk assessment whereby internal
auditors incorporate up-to-date infor-
mation and assess risks as they emerge.14

Continuous risk assessment is necessi-
tated by quickly evolving risks that can
render an internal audit  plan obsolete
almost overnight.

Cao et al. describe a variet y of  data
analytic techniques that are ideal for audit-
ing, including risk assessment.15 Similar
to the use of  Twitter data and other social
media to predict stock price averages, big
dat a  s ources  can b e  employed in  r isk
assessment to predict  bankruptcy and
assess the overal l  f inancial  health of  a
firm. Companies l ike Walmar t use big
data analy tics to manage inventories; for
example, they predict that customers buy
more flashlights and Pop-Tarts when there
is a threat of  hurricanes. Similarly, inter-
nal auditors can use big data to predict sales
by business location as well as peer-based
metrics to highlight potential issues, allow-
ing auditors to focus on high-risk areas.

Internal auditors can adopt a broader
v iew of  r isk assessment due to the var i-
et y and volume of  big data that  can be
employed to ident if y new and different
relat ionships. This al lows internal audi-
tors  to better  define the most  cr it ical
r isks facing the company and, in turn,
implement, evaluate, and monitor poli-
cies and processes to adequately address
these risks. While internal auditors have
used technolog y to analyze large data
sets  of  structured numerical  data, big
data analy tic methods now allow for the
analysis of  unstructured data such as e-
mail, texts, audio, and social media data.
T h i s  s ub s t a nt i a l l y  e x p a n d s  au d i tor s’
abilit y to identif y important exceptions
that may represent significant r isks for
the company.

Challenges
As inter nal  auditors  capita l ize  on the
g row i ng  opp or t u nit ie s  re late d  to  bi g
data, there are challenges. There has been
significant grow th in the development of

data warehouses by internal audit depart-
ments. Brow n-Liburd et al. note that as
auditors begin to ut i l ize big data, there
may be behav ior implicat ions, as sug-
gested by academic literature.16 One
issue is  that audit judgment could
b e  i mp ai re d  due  to  i nfor m at ion
ove r l o a d , m a k i n g  i t  m o re  c h a l -
lenging to identif y relevant infor-
mation. Given that big data sources
include semi-structured and un-
structured data sets, auditors may
need to increase their tolerance for
ambiguity. Since data may not be well
structured and, therefore, not eas-
i ly  uploaded into organizat ional
databases, it  is  cr it ical  that either
internal auditors or data scientists work-
ing w ith internal audit ing depar tments
be able to extract, manipulate, and prop-
erly structure big data to allow for effec-
t ive analysis.

Advanced statistical skills are required
to manage and analyze big data and to inter-
pret the results of  said analysis. Although
there is an increasing call to include these
skil ls in accounting programs, as of  yet,
most accounting curricula do not fully
integrate such proficiencies. Companies
hiring graduates to work in internal audit-
ing should begin to demand these skil ls
from accounting programs so that future
internal auditors are ful ly prepared to
utilize big data and data analy tics in the
internal  audit  funct ion. Internal  audit
departments w il l  l ikely need to collabo-
rate with other disciplines with data sci-
ence expertise, but eventually having the
abi l it y  to recr uit  g raduates  w ith both
accounting and advanced statistical analy-
sis skil ls w il l  be ideal to take advantage
of  al l  the benefits that big data offers to
internal audit ing.

According to Wang and Cuthbertson,
auditors may have difficult y using data
analy t ics in the audit process due to the
fol low ing:
1. difficult y in acquiring appropriate

data;
2. lack of  training;
3. inadequate investments in technol-

og y ;
4. uncertaint y in where to star t;
5. unclear cost and benefit  informa-

tion; and
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6. concerns about false posit ive
results.17

Furthermore, sur veys by Pricewater-
houseCoopers and Protiviti indicate that
although respondents want to use tech-
nology and data analytics, the acceptance
and use of  computer-assisted audit tech-
niques, which includes data analytics in audit-
ing, is lower than expected.18 At the same
time, both academic and practitioner arti-
cles, along with auditing standards, con-
tinue to emphasize the use of data analytics
in the future of  auditing.19

While most internal audit profession-
als  recog nize  the  value of  cont inuous
audit ing , they may lack f inancia l  and
human resources as well as the design and

implementation capabilities. How-
ever, internal auditors are beginning
to develop data analytic tools and tech-
niques that may allow for effective
continuous audit ing processes in
the future. 20 As inter nal  auditors
begin to develop their data analy tic
capabilities to take advantage of  the
opportunities in internal audit (such
as working with large operational
data sets, pattern identification, etc.),
they should consider issues associ-
ated with the quality of  the results.
Firms need to implement steps to

validate data that can now be obtained
from a wide variety of sources, and, there-
fore, they should implement processes to
review and verify data quality. 21 Internal
auditors may be uncertain about imple-
menting big data and data analy tic tech-
niques in the internal audit process due
to inexperience with technologies; there-
fore, effective training is vital.

Conclusions
One of  the most impor tant uses of  big
data and analy t ics in the internal audit
function is to enhance risk assessment.22

Bi g  d at a  a nd  a na ly t ics  c a n  prov ide  a
clearer picture of  the r isks companies
face as well as insights into how these risks
can be mit igated. Internal audit depar t-
ments should aim to develop and imple-
ment data analy t ic capabilit ies that can
provide better insight into these r isks,
allowing internal auditors to devise audit
plans that adequately address those risks.

The use of big data and data analytics con-
t inues  to  evolve  in  the  inter na l  audit
function and is expected to have a grow-
ing impact. In 5 to 10 years, we w il l  see
a new generation of  auditors who hardly
recog nize  the  inter nal  audit  f unc t ion
prior to the use of  data analy t ics; this is
similar to current internal auditors who
would not recognize the audit function
prior to electronic work papers in the gen-
eration before computers.23 Big data and
data analy t ics  are leading the way for
the future of  internal audit ing. n

NOTES
1 Whitehouse, T., Auditing in the era of big data, Com-

pl iance Week 11, no. 126 (2014):  68.
2 McAfee, A. and Brynjolfsson, E., Big data: The man-

agement revolut ion, Harvard Business Review 90,
no. 10 (2012):  60–68.

3 Walker, B., Every day big data statistics — 2.5 quin-
t i l l ion bytes of data created dai ly,  VCloud News
(Apr i l  5 ,  2015) .  Ava i lab le at :  http: / /www.vcloud-
news.com/ever y-day-b ig-data-stat ist ics-2-5-quin-
t i l l ion-bytes-of-data-created-dai ly/ .  

4 Op. cit . note 2.
5 “The four v’s of big data,” IBM (2012).  Avai lable at:

http: / /www.ibmbigdatahub.com/ infographic / four-
vs-big-data. 

6 LaVal le, S.,  Lesser, E.,  Shockley, R., Hopkins, M.S.,
and Kruschwitz,  N.,  Big data analyt ics and the path
from ins ights to  va lue,  MIT S loan Management
Review 52, no. 2 (2011):  21–31. 

7 “Leveraging data analytics and continuous audit ing
within  internal audit,” KPMG (2012).  Avai lable at:
h t t p s : / / w w w. k p m g . c o m / U S / e n / I s s u e s A n d I n -
sights/ArticlesPublications/Documents/leveraging-
data-analyt ics-audit ing-effectiveness.pdf. 

8 Wang, T. and Cuthbertson, R.,  Eight issues on audit
data analyt ics we would l ike researched, Journal
of Information Systems 29, no.1 (2015):  155–162.  

9 Op. cit . note 7. 
10Op. cit . note 8. 
11 “Adding insight to audit: Transforming internal audit

through data analyt ics,” Deloitte (2013).  Avai lable
at: http://www2.deloitte.com/us/en/pages/risk/arti-
c les/transforming-internal-audit-through-data-ana-
lyt ics-adding- insight-to-audit.html. 

12Marks, N., Technologies for internal auditors, Inter-
nal  Auditor 70, no. 4 (2013):  31–34 

13Tabuena, J. ,  What internal  auditors should know
about big data, Compliance Week 9, no. 107 (2012):
32–33. 

14Christensen, B.,  A new tool for fast t imes: Contin-
uous r isk assessment, The Protivit i  View (Jan 30,
2015 ) .  Ava i l ab l e  a t :  h tt ps : / / b l og .p ro t i v i t i . com/
2015/01/30/a-new-tool - for- fast - t imes-cont inuous-
r isk-assessment/.  

15Cao, M., Chychyla, R., and Stewart, T., Big data ana-
lyt ics  in  f inanc ia l  statement audi ts ,  Account ing
Horizons 29, no. 2 (2015):  423–429. 

16Brown-Liburd, H., Issa, H., and Lombardi, D., Behav-
ioral implications of big data’s impact on audit judg-
ment  and dec is ion  mak ing  and future  research
direct ions, Accounting Horizons 29, no. 2 (2015):
451–468. 

17Op. cit . note 8. 
18“2014 state of the internal audit profession study,”

PwC (March 2014). Available at: http://www.pwc.com/
m1/en/publ icat ions/documents/pwc-state-of - the-

INTERNAL AUDIT
DEPARTMENTS

SHOULD AIM TO
DEVELOP AND

IMPLEMENT DATA
ANALYTIC

CAPABILITIES THAT
CAN PROVIDE BETTER
INSIGHT INTO THESE

RISKS, ALLOWING
INTERNAL AUDITORS

TO DEVISE AUDIT
PLANS THAT

ADEQUATELY ADDRESS
THOSE RISKS. 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .      



. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .      

internal-audit-profession-2014.pdf; “2014 internal audit
capab i l i t ies  and needs sur vey,”  Prot iv i t i  (2014) .
Available at: http://www.protiviti.com/en-US/Pages/
IA-Capabi l i t ies-and-Needs-Survey.aspx. 

19AS No. 5, An Audit of Internal Control  Over Finan-
cial  Report ing that is Integrated with  an Audit of
Financial Statements; SAS No. 94, The Effect of Infor-

mation Technology on the Auditor’s Considerat ion
of Internal Control  in a Financial  Statement Audit.  

20Op. cit . note 7. 
21Op. cit . note 8. 
22Op. cit . note 12. 
23Op. cit . note 13. 

17BIG DATA SEPTEMBER/OCTOBER 2016 INTERNAL AUDITING


